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Preface

As Component-Based Software Development (CBSD) starts to be effectively
used, some software vendors have started to successfully sell and license commer-
cial off-the-shelf (COTS) components. CBSD advocates the use of prefabricated
pieces, perhaps developed at different times, by different people, and possibly
with different uses in mind. The goal, once again, is the reduction of development
times, costs, and efforts, while improving the flexibility, reliability, and maintain-
ability of the final application due to the (re)use of software components already
developed, tested and validated.

So far, most of the efforts from the Software Engineering community have
concentrated on the functional aspects of CBSD, but leaving aside the (difficult)
treatment of the quality issues and extra-functional properties of both com-
ponents and component-based systems. However, this kind of property deserves
special attention, since such properties may have even more importance than the
other technical issues when building any commercial or industrial application.

The particular nature of COTS components (black-box binary entities de-
veloped by third parties, and independently deployable in unforeseen contexts)
require that specific quality mechanisms are put in place for their effective inte-
gration in the development life-cycle of software applications. First, components
need to be properly documented and offer measurement mechanisms in order to
be assessed and evaluated for selection. Second, both the quality and some of
the extra-functional properties of the final system heavily depend on the indi-
vidual properties of its constituent components, and therefore some traceability
between the quality attributes at these two levels is required. Finally, the use
of third-party COTS components may also introduce risks, such as potentially
harmful side-effects for the system, or quality degradation of the final product.
COTS component testing and certification may offer partial solutions to these
problems.

Our knowledge about several research and industrial initiatives trying to
address some of the quality issues involved in CBSD motivated us to edit the
present volume. In order to gather as many initiatives as possible, a “Call for
Chapters” was issued in June 2002, requesting novel works and experiences re-
lated to software component quality, both at the individual component and com-
posed system levels. As stated in the Call for Chapters, the main objective of
the book was to provide an overview of the state-of-the-art in Component-Based
Software Quality (CBSQ), discuss the main techniques and methods currently
used in industry and academia, and analyze the most critical aspects related to
CBSQ, such as component assessment, selection, quality evaluation and moni-
toring, testing, etc.

As a response to this public call, 21 chapter proposals were received from
the most relevant research groups in this emerging discipline. After a thorough
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peer-review process, 16 proposals were finally accepted, those included in this
volume.

A first chapter written by the editors serves as an introduction to the topics
covered by this book, and aims at describing the best practices in software
components assessment. The goal of this introductory chapter is to highlight
the specific nature of COTS and of COTS-components-based systems, introduce
the basic concepts and common vocabulary used in the different approaches and
practices, and identify the main problems that challenge CBSQ. This chapter
also provides a basis for discussing the different approaches presented in this
book.

The other chapters are organized into five parts, corresponding to the five
main dimensions of quality assessment and CBSQ: COTS selection, testing
and certification, quality models, formal approaches to quality assessment, and
component-based systems quality management.

Four chapters comprise the first dimension, COTS selection. First, C. Alves
discusses the new challenges that arise during the requirements engineering pro-
cess for COTS-based systems. She presents an overview of a COTS selection
process specially designed to help with the decision-making process. Then, H. Le-
ung et al. present a domain-based COTS-product selection method, which uses
domain models for capturing relevant features to be considered for analysis.
The chapter by D. Kunda discusses the STACE framework, which recommends
decomposition of high-level requirements into a hierarchy of social and techni-
cal criteria comprising functionality characteristics, technology factors, product
quality characteristics, and social and economical factors. Finally, to address the
issue of COTS selection tools, N. Maiden et al. describe the SCARLET Pro-
cess Advisor, a Web-enabled workflow software tool that may guide software
engineers to select software components and COTS packages.

The second dimension covers testing and certification. The chapter by A. Vin-
cenzi et al. introduces the basic concepts of software testing, focusing on the
state-of-the-art and state-of-the-practice in the context of CBSD. Then, J. Mor-
ris et al. discuss the implications of standardized testing on certification, pre-
senting an XML-based test specification format and a system for executing these
specifications. Finally, C. Atkinson, H. Gross, and F. Barbier outline the prin-
ciples behind built-in contract testing that derive from built-in test (BIT), and
describe how built-in testing can be naturally integrated into component-based
development.

The third dimension focuses on software component quality models. First,
R. Simao et al. try to identify and organize the most relevant quality char-
acteristics of software components based on the ISO/IEC 9126 standard. The
proposed quality model has been empirically validated through field research,
and the results are analyzed by using a fuzzy model for software quality eval-
uation. Second, C. Atkinson, C. Bunse, and J. Wiirst present a model-driven
approach for component-based development, introducing some strategies for de-
riving quality-related information from UML models, and then illustrating how
the measurement of UML structural properties can help drive the quality assur-
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ance activities of CBSD. To address particular quality model cases, the chapter
by P. Botella et al. proposes the adoption of quality models as a means for struc-
turing the description of the capabilities of ERP systems. The ISO/IEC 9126-1
quality standard is chosen as a framework, and a methodology for tailoring it
to this specific domain is described. Finally, as another particular case, J. Bosch
introduces a first attempt to classify software product-line maturity levels. Based
on the conceptual framework presented in his chapter, he shows how an organi-
zation can identify the different levels of intra-organizational reuse that can be
accomplished, and how to embark on improvement initiatives at each level.

The fourth part deals with formal approaches to CBSQ. In the first place, the
chapter by H.Y. Kim et al. presents a framework for assessing component prop-
erties (such as completeness and consistency of requirement specifications) using
7 and statecharts. The chapter also presents an approach for verifying properties
such as reliability, using two different stochastic models. Then, R. Reussner et al.
introduce a method based on RADL (Rich Architecture Definition Language)
as another approach for determining the reliability of component-based software
architectures. The method uses the notion of parameterized contracts to analyze
the effects of component interactions on the final system’s reliability. Contracts
involve finite state machines that allow software architectures to define how a
component’s reliability will react to a given deployment environment. Finally,
the chapter by R. Diaz et al. discusses some efficiency issues of iterative and
incremental life-cycles, which involve balancing requirements. In order to im-
prove the consistency-checking process, they propose reusing formal verification
information — previously obtained by model-checking algorithms — to reduce the
amount of verifications required.

The last dimension is concerned with CBSD management. First, L. Rose
introduces risk management by presenting those risks that are specific to the
development and maintenance of COTS-based systems. The chapter discusses
some risk mitigation techniques that can be applied to ensure successful deploy-
ment and operation of this kind of system. And, then, the chapter by S. Sedigh-
Ali et al. presents a framework that aims at reducing risks by using software
metrics to accurately quantify factors contributing to the overall quality of a
component-based system. The framework helps guide quality and risk manage-
ment by identifying and eliminating the sources of risk. Tradeoffs between cost
and quality in a component-based system are also discussed, as well as analyti-
cal techniques and formal models for taking into account both cost and quality
during decision-making processes.

Every chapter presents a set of issues and problems commonly encountered
when researching and conducting CBSD. In all of them, the authors share their
vision about the importance of quality assessment, and how quality has a strong
effect on system development and deployment. We hope that the insights and
experiences described in this book can provide the reader with new research
directions and valuable guidelines for conducting CBSD.

We want to express our gratitude to all individuals and parties who helped
us produce this volume. In the first place, we want to thank Springer-Verlag for
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believing in our project and for giving us the opportunity to publish this book.
Special thanks to Ralf Gerstner, LNCS editor, for his kindliness, assistance, and
continuous support. Many thanks to all those experts who submitted chapters,
whether finally selected or not, and particularly to the contributing authors. Our
gratitude also goes to the reviewers who helped in choosing and improving the
selected chapters.

Finally, we want to acknowledge the public and private organizations that
have helped fund this work, which has been developed under research projects
and grants CICYT TIC2002-04309-C02-02, CICYT TIC 2000-1673-C06-06
(DOLMEN/MEDEOQ), and UNComa 04/E048, and the CYTED project RITOS2
(Red Iberoamericana de Tecnologias del Software para la década del 2000).

February 2003 Alejandra Cechich
Mario Piattini
Antonio Vallecillo
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Abstract. The last decade marked the first real attempt to turn soft-
ware development into engineering through the concepts of Component-
Based Software Development (CBSD) and Commercial Off-The-Shelf
(COTS) components. The idea is to create high-quality parts and join
them together to form a functioning system. The problem is that the
combination of such parts does not necessarily result in a high-quality
system. It is clear that CBSD affects software quality in several ways,
ranging from introducing new methods for selecting COTS components,
to defining a wide scope of testing principles and measurements. Today,
software quality staff must rethink the way software is assessed, includ-
ing all life-cycle phases—from requirements to evolution. Based on cu-
mulated research efforts, the goal of this chapter is to introduce the best
practices of current Component-Based Software Assessment (CBSA). We
will develop and describe in detail the concepts involved in CBSA and
its constituent elements, providing a basis for discussing the different
approaches presented later in this book.

1 Introduction

The use of Commercial Off-The-Shelf (COTS) products as elements of larger sys-
tems is becoming increasingly commonplace. Component-Based Software Devel-
opment (CBSD) is focused on assembling previously existing components (COTS
or other non-developmental items) into larger software systems, and migrating
existing applications towards component-based systems.

CBSD changes the focus of software engineering from one of traditional sys-
tem specification and construction, to one requiring simultaneous consideration
of the system’s context and characteristics (such as user requirements, develop-
ment costs and schedule, operating environments, etc.), the available products
in the software marketplace, and viable architectures and designs. Furthermore,
other engineering activities such as evaluation and acquisition processes, as well
as contracting and licensing strategies, should be incorporated into the software
development life-cycle.

A. Cechich et al. (Eds.): Component-Based Software Quality, LNCS 2693, pp. 1-B0 2003.
© Springer-Verlag Berlin Heidelberg 2003
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The acceptance of CBSD carries along several challenges to the techniques
and tools that have to provide support for it. Some of them are known prob-
lems, such as dealing with COTS production and integration, reducing complex-
ity while improving reliability, and creating interaction models and supporting
middleware. However, other challenges are new: the definition of metrics and
quality attributes to measure software components and compositions, the defini-
tion of COTS selection processes, risk analysis, costs and effort estimation, etc.
These are precisely the issues addressed by Component-Based Software Quality
(CBSQ), which is emerging as a cornerstone discipline for a successful CBSD.

Within the last years, software researchers and practitioners have recognized
the importance of quality in CBSD, and have started working on how quality
has to be established, measured, and ensured both at the individual compo-
nent level and at the system level, which constitute the two flips sides of the
CBSQ coin. In the first case, the problems being addressed range from the pre-
cise definition, measurement, analysis, and evolution of COTS components, to
the definition of tools, methods and processes for software component develop-
ment [39] [40] 52, 53]. At the system level, software researchers and practitioners
have started developing procedures, techniques and models for measuring and
ensuring component-based systems quality [60].

During its relatively brief history, the field of CBSQ has experienced signif-
icant progress. However, CBSQ has not yet advanced to the point where there
are standard measurement methods for any of the issues mentioned above, and
few enterprises properly measure COTS component quality, if measured at all.
Some efforts have started to define software metrics to guide quality and risk
management in component-based systems, by identifying and quantifying vari-
ous factors contributing to the overall quality of the system [9] [60] [61].

Based on cumulated research efforts, the goal of this chapter is to introduce
the best practices of current CBSQ), in particular those that focus on Component-
Based Software Assessment (CBSA). The objective is to provide an overview of
the core elements of CBSA, and of its main issues.

The structure of this chapter is as follows. After this introduction, Section
introduces some of the issues that currently challenge CBSQ. Then, Section
deals with the core elements of CBSA at the individual component level, while
Section Mlfocuses on assessing component-based systems. Finally, Section Bl draws
some conclusions.

2 CBSQ Issues

One can argue that ensuring the quality of component-based systems is much
more difficult than is the case with manufactured goods. The problem is that the
raw material—the software components—may well be of uncertain quality and
their uses and behavior may be only partially known, hindering the effectiveness
of possible quality assessment processes.

There are many potential problems that may affect the assessment of the
quality properties of components and of component-based systems. One way of
categorizing these problems is as follows:
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— Issues related to components when considered as individual parts, that sim-
ply provide and require services (through their provided and required inter-
faces).

— Issues related to component interactions, which may have an explicit context
dependencies about the operating systems or middleware platforms required,
performance and other quality of service (QoS) requirements, or on other
components [33].

— Issues related to component compositions (the combination of two or more
software component yielding a new component).

— Other issues related to acquisition risks, such as vendor maturity level and
trust, economic viability, legal issues, product evolution support, etc.

Let us discuss them more in detail. The first factor concerns uncertainty as
to what constitutes the quality of a component when considered as an individual
resource, i.e., a building block for constructing software systems. Unlike hard-
ware components, for which there are catalogues and data-sheet available for
describing their functional and extra-functional characteristics (to enable their
proper re-use), the situation is not so bright when it comes to software com-
ponents. First, there is no general consensus on the quality characteristics that
need to be considered. Different authors (such as McCall [47] or Boehm [10]) and
different organizations (such as ISO or IEEE) propose different (separate) clas-
sifications, but there is no clear agreement on which to use. The next issue is the
lack of information about quality attributes provided by software vendors. The
Web portals of the main COTS vendors show this fact—visit for instance Com-
ponentsource (www.componentsource.com) or Flashline (www.flashline.coml).

In addition, there is an almost complete absence of any kind of metrics that
could help measuring components’ quality attributes objectively. Even worse,
the international standards in charge of defining and dealing with the qual-
ity aspects of software products (e.g. ISO 9126 and ISO 14598) are currently
under revision. The SquaRE project [3] has been created specifically to make
them converge, trying to eliminate the gaps, conflicts, and ambiguities that they
currently present. Furthermore, existing international standards provide very
general quality models and guidelines, very difficult to apply in specific domains
such as CBSD and COTS components.

The solution to the problem is not as obvious as counting with an agreed set
of quality features that the component should exhibit, together with a set of as-
sociated metrics. External factors, such as users’ requirements on the global sys-
tem, architectural constraints, or context dependencies, may also have a strong
influence on the component quality when assessed as a potential part of a larger
system. This is why components may be completely satisfactory on most of
their own attributes or features, but inadequate from a compositional viewpoint.
Therefore, certain key quality features of a composition are also required.

The problems with the quality features of the composition rely both on the
quality features of the individual components, the way they are interconnected,
and on the quality features of the interaction media or middleware used. Thus,
too many factors need to be considered, and in most cases the data may come
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from unreliable, external sources. Even if both the components and the middle-
ware deliver the level of quality advertised by their vendors, what happens if
higher levels of quality are required, or when the evolution of the system impose
new levels of quality over time? Should the composer attempt to work together
with the component or middleware vendors to improve the components’ quality?

Another problem is due to the fact of re-using components. In CBSD, re-using
not only means “using more than once”, but also “using in different contexts”,
in order to achieve all the promised advantages of CBSD [34]. For example, most
people would agree that using the components’ clearly defined and documented
interfaces is enough to accomplish error-free compositions. But this is only true if
components remain confined to the domain of origin, and are never re-used across
platforms or in other contexts. However, if the components are made available
across platforms, then something needs to be done to resolve the inconsistencies
and mismatches that happen at all levels: syntactically, semantically, and quality-
wise.

The problem of ensuring component and component composition quality is
exacerbated by the intrinsic nature of COTS components. The disadvantages
associated with COTS-based design include the absence of source code and the
lack of access to the software engineering artefacts originally used in the design of
the components. Furthermore, whether you have built your system using COTS
components from many vendors, or a single vendor has provided you with an
integrated solution, many of the risks associated with system management and
operation are not under your direct control [44].

Managing conflicting quality requirements is another issue specially interest-
ing in the case of component-based systems. It is necessary to have an awareness
of what could lead to inadequate component quality. “Fitness for use” implies
that the appropriate level of system quality is dependent on the context. Deter-
mining the required quality is difficult when different users have different (even
conflicting) needs. One might be tempted to state that the user requiring the
highest component quality should determine the overall level of quality of the
composed system. But in this way we may be over-imposing quality requirements
to the system and to its individual components, which may be rarely required
in most situations (e.g. in case of requirements imposed by occasional users,
which do not represent the average system users). Thus, it is always necessary
to properly balance conflicting requirements.

Finally, an important issue related to CBSA is about trust. Since we are
going to incorporate to our system one part which has been developed elsewhere,
our fears concerning quality could be reduced if we knew, for example, how the
component was developed and who developed it. Furthermore, such a component
would engender more confidence if someone other than the vendor or developer
could certify, for example, that state-of-the-practice development and testing
processes had been properly applied, that the code has no embedded malicious
behavior [65].

As we can see, there are many issues related to establishing and assessing
the quality of component-based systems. Most of them are general problems of
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quality assessment, common to all software systems, and known for years. But
some of them are new problems, caused by the introduction of COTS components
and CBSD. However, CBSD and COTS components not only have introduced
new problems. They have greatly helped software development technology get
mature enough to overcome many of the technical issues involved, putting us now
in a position from where to start effectively tackling many of the quality aspects
of software development. In this sense, CBSD offers an interesting technology
from where many of the quality questions and problems can be formulated, and
properly addressed.

3 Assessing COTS Components

In this Section we will discuss some of the main methods and techniques for the
assessment of COTS components. In particular, we will cover COTS components
evaluation, certification, and testing.

3.1 COTS Components Evaluation

Typically, the evaluation of COTS components consists of two phases: (1) COTS
searching and screening, and (2) COTS analysis.

COTS component search is a process (i.e., a set of activities) that attempts
to identify and find all potential candidate components that satisfy a set of given
requirements, so they can be re-used and integrated into the application. The
search is generally driven by a set of guidelines and selection criteria previously
defined. Some methods propose a separate process for defining the selection
criteria to be used, while others dynamically build a synergy of requirements,
goals, and criteria [2] T3] 3T, 37, [40), [42], [46], 52, 53, [54].

For example, the OTSO (Off-The-Shelf Option) method [39, 40] gradually
defines the evaluation criteria as the selection process progresses, essentially
decomposing the requirements for the COTS software into a hierarchical criteria
set. Each branch in this hierarchy ends in an evaluation attribute: a well-defined
measurement or a piece of information that will be determined during evaluation.
This hierarchical decomposition principle has been derived from both Basili’s
GQM [B] 6] and the Analytic Hierarchy Process [39].

In the CAP (COTS Acquisition Process) proposal [52] 53], the first step is
the identification of the criteria used for evaluating candidate alternatives. Re-
quirements are translated into a taxonomy of evaluation criteria (called “Tailor
& Weight Taxonomy”), and prioritized (or weighted) according to the Analytic
Hierarchy Process, which also takes into account the stakeholders’ interests.

COTS screening aims at deciding which alternatives should be selected for a
more detailed evaluation. Decisions are driven by a variety of factors—foremost
are several design constraints that help define the range of components. Some
methods include qualifying thresholds for screening, i.e., defining and document-
ing the criteria and rationale for selecting alternatives. Some other methods
estimate how much effort will be needed to actually apply all evaluation criteria
to all COTS component candidates during the screening phase.
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The results of the evaluation of the COTS alternatives is then used for making
a decision. A COTS analysis phase starts, in general, from a set of ranked COTS
software alternatives where the top-ranked alternative is measured against a
set of final make-or-buy decision criteria, using for instance a weighted scoring
method, which assigns weights to each criteria. However, measuring all applicable
criteria for all COTS software alternatives can be expensive since: (¢) there may
be too many COTS software alternatives; (i) the set of evaluation criteria could
be quite large; and (7i7) some of the criteria might be very difficult or expensive
to measure (e.g., reliability).

The effectiveness of a COTS evaluation method depends on the expressive-
ness of the criteria selected for evaluation. A trade-off between the effectiveness of
the evaluation criteria and the cost, time, and resource allocation of the criteria
must be reached.

In COTS selection, both phases—search and screening, and COTS analysis—
are based on statements about the requirements that need to be much more flex-
ible than traditional ones, i.e. the specified requirements should not be so strict
that either exclude all available COTS, or require large product modification in
order to satisfy them. Requirements Elicitation is an activity by which a variety
of stakeholders work together to discover, and increasingly define, requirements.
Creative thinking is used by requirement elicitation teams to re-structure mod-
els, conceptualize, and solve problems. Some COTS evaluation proposals include
processes to acquire and validate customer requirements [T4], 42, [46], while oth-
ers build a selection process based on iteratively defining and validating require-
ments [2] 43]. For instance, the proposal by Alves and Finkelstein [2], identifies
first a set of high-level goals using traditional elicitation techniques, such as
use-cases, which are then used for identifying possible COTS candidates in the
marketplace. Then, new goals can be identified from these components, and the
process starts again. The proposal by Franch et al. [T4] uses a two-level selection
process: the global level is responsible of combining the selection requirements
from different areas in an organization, while the local level is responsible of
carrying out the individual selection processes.

However, selecting COTS is not all about confronting component’s services
against technical and extra-functional requirements. As we mentioned earlier,
there is also the issue of trust. Then, some selection methods also include a sup-
plier selection process. The idea is to establish a supplier selection criteria, eval-
uate potential suppliers, rank them according to the agreed criteria, and select
the best-fit supplier(s) [42], 44l [46], [71]. For instance, the V.RATE method [44]
defines a taxonomy of vendor risk assessment, which produces a vendor-risk pro-
file tied to real-world performance histories. This profile can be used to assess
the risk associated with the use of a product in a particular environment, and
to identify areas for additional risk-mitigation activities.

Finally, selection cannot be based on ezact criteria in real applications. Usu-
ally, users’ requirements are expressed in vague terms, such as “acceptable” per-
formance, “small” size, or “high” adaptability. Measuring COTS components’
quality attributes against such vague requirements is difficult. The QUESTA ap-
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proach [31] addresses this issue by defining some mapping functions, that allow
the assignments of values to such vague requirements.

3.2 Component Certification

Certification is the “procedure by which a third-party gives written assurance
that a product, process, or service conforms to specified requirements” [17].
Current certification practices are basically process oriented, and usually require
early life-cycle processes stressing the software product.

The particular nature of COTS components and component-based systems
also present some challenges to traditional certification. Software certification
must determine whether the software delivers all the functionality that is ex-
pected to deliver, and ensures that it does not exhibit any undesirable behavior.
Ideally, the desirable behavior corresponds to specified requirements, although
having to deal with missing requirements is unavoidable [7()]. Therefore, certify-
ing a software product, such as a component, is highly dependent on the quality
of its requirements specification as well as on the quality of its documentation.

Documentation is one of the key issues in CBSD, specially at the compo-
nent level. The black-box nature of components forces documentation to contain
all details needed to understand the functionality provided by the component,
describe how to deploy and install it, and how it should be connected to the
rest of the components in the system. Furthermore, documentation should also
describe the component’s context dependencies and architectural constraints.
Certification strongly relies on the component documentation, since it provides
the “contract” with the requirements that the component behavior should con-
form to.

Another important problem related to component certification has to do with
the application context. In practice, it is very difficult to certify that a component
will behave in a correct manner independently from the context in which it will
operate. However, certifying that a component works as expected within a given
context or application can be more easily accomplished, since it is a matter of
testing it in that particular environment.

Applying software testing techniques and conforming to standards on quality
of components appear to be the most recommended approaches for certification.
As a guidance, the ISO WD-12199-V4 standard [37] is directly applicable to
COTS. It establishes: (1) requirements for COTS software products; (2) require-
ments for tests (including recommendations for the documentation of the tests);
and (3) instructions on how to test a COTS against quality requirements (in-
structions for testing, in particular for third party testing).

Thus, in the context of CBSD, testing becomes the cornerstone process for
certification.

3.3 Component Testing

Software component testing techniques focus on the expected behavior of the
component, trying to ensure that its exhibited behavior is correct [8]. Black-box
testing does not require any knowledge of the internals of the part being tested,
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and therefore is very appropriate for testing COTS components, whose source
code is not available. Strategies for black-box testing include test cases generation
by equivalence classes, error guessing and random tests. These three techniques
rely only on some notion of the input space and expected functionality of the
component being tested [8] B0l (0].

Component-based black-box testing techniques are also based on interface
probing [41], 5I]. A developer designs a set of test cases, executes a component on
these test cases, and analyzes the outputs produced. There are a number of black-
box methods for evaluating a component: manual evaluation, evaluation with a
test suite, and automated interface probing. They will depend on how much the
process can be automated, and the sort (and amount) of information available
about the component. One of the major disadvantages of interface probing is
that, frequently, a large number of test cases have to be created and analyzed.
In addition, developers may frequently miss major component limitations and
incorrectly assume certain component functionality. This may lead to incorrect
use of the component when it is integrated with the final software system [51].

A different approach can be followed by automatically creating a system
model from these individual requirements, and then automatically generating
the test cases corresponding to them. In other words, from the requirements, a
system model is automatically created with requirement information mapped to
the model. This information can then be used to generate different tests [68].

Reflection and component metadata can also be effectively used for compo-
nent testing. First, reflection enables a program to access its internal structure
and behavior, providing a mechanism for interrogating and manipulating both.
For instance, Sullivan has used reflection to load a class into a testing tool,
extracting information about some its methods, and calling them with the ap-
propriate parameters [55] [67]. Moreover, since the execution of methods in a
class can create and use instances of other different classes, the approach is also
helpful to test the integration of classes. Component metadata available in most
existing component models can also be used to provide generic usage information
about a component, which can be used for testing [15] [32].

CBSD also introduces some additional challenges to testing: components
must fit into the new environment when they are re-used, often requiring real-
time detection, diagnosis, and handling of software faults.

The BIT (Built-in Tests) technology developed within the Component+ Eu-
ropean project proposes embedding self-test functionality into software com-
ponents, producing self-testable components that can help detect dynamic faults
during run-time. This is a significant advance for improving software reliability
and fault-tolerant capabilities in CBSD [36] [74]. There are some variations for
building BIT-based COTS, such as including the complete test suite inside the
components [75], or just embedding a minimal set of information, such as as-
sertions, inside the components, which can be used at a later stage to define
more complex tests [A8]. In both cases there are some issues to consider. First,
including complex tests means consuming space, which can be wasted if only a
few number of tests are actually used. But if just a few information is included,
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or a small number of tests is embedded, additional external software need to be
used to complement the provided tests, or to construct the tests from the compo-
nent specifications. Current approaches try to show how built-in tests might be
integrated by using flexible architectures, without requiring additional software,
and hence minimizing the time spent on testing (see, e.g., [36]).

Finally, testing individual components is not enough for guaranteing the
correctness of the final system. The way in which components are connected
and interact introduce new properties to the system. Therefore, defining “good”
stand-alone component tests may not be enough. Developing a foundation for
testing component-based software is also a complicated issue, even though formal
models of test adequacy for component-based software are being developed [58].

4 Assessment of Component-Based Systems

The assembly of an application based on third-party developed components does
not necessarily assure a defect-free system, even if its constituent components
haven been individually tested and certified. Furthermore, a component-based
system needs to be tested on several aspects such as strategic risk analysis; risk-
based process definition (for software components); risk-based design of compo-
nent software (including initialization, fail-safe and fault-tolerant concepts, and
built-in tests); risk-based component software analysis and design testing; soft-
ware testing, including failure-mode and stress testing; documentation review;
and assessment of hardware requirements [23].

In this Section we will concentrate on those quality issues than trespass the
individual COTS components frontiers, and that arise only when the components
are combined to form a functioning system.

4.1 COTS Integration and Software Architecture

In CBSD, most of the application developer’s effort is spent integrating compo-
nents, which provide their services through well-defined interfaces. It is extremely
important that component services are provided through a standard, published
interface to ensure interoperability [33].

Component architectures divide software components into requiring and pro-
viding services: some software components provide services, which are used by
other components. The system’s Software Architecture connects participating
components, regulating component interactions and enforcing interaction rules.
Software architectures and component technologies can be considered as com-
plementary, and there is ample scope for their conceptual integration [73].

Some of the quality properties at the system level must be also enforced by
the system’s software architecture, which have to use the components’ individ-
ual quality properties to deliver the required level of system quality. In addition,
interaction patterns (usually encapsulated into connectors in the architecture)
have also an strong effect on the global system quality, and their quality proper-
ties should also be incorporated into the quality assessment of the final system.

Another important issue when integrating components to build a functioning
system deals with the mismatches that may occur when putting together pieces
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developed by different parties, usually unaware of each other. In this sense, Basili
et al. [T7] present a general classification of possible kinds of mismatches between
COTS products and software systems, which includes architectural, functional,
non-functional, and other issues. Incompatibilities are essentially failures of the
components’ interactions, so the authors claim that finding and classifying these
interactions may help finding and classifying the incompatibilities.

Three aspects of inter-component interactions and incompatibilities can be
considered: the kind of interacting components, the interoperability level re-
quired (syntactic, protocol, or semantic), and the number of components par-
ticipating in the interaction. Different incompatibilities have different solutions,
and the classes of problems are specific to the particular development phases. As
another example, the work by Egyed et al. [2§] combines architectural modelling
with component-based development, showing how their mismatch-detection ca-
pabilities complement each other. The software architecture provides a high-level
description of the components and their expected interactions. Architectural
mismatches can be caused by inconsistencies between two or more constraints
of different architectural parts being composed.

As important as determining architectural mismatches is calculating the inte-
gration effort. Decisions on component-based systems investments are strongly
influenced by technological diversity: current technology is diverse and brings
with it thousands of choices on components, with their opportunities and risks.
Firms that avoid single technologies, and implement a diverse set of technologies
and/or applications tend to focus their investments on innovative infrastructure,
which might be the basis for new component-based system. Determining the ef-
fort required to integrate components into that infrastructure is essential to make
a decision on migrating to CBSD. However, estimation is not straightforward.
BASIS [4], for example, combines several factors in order to estimate the effort
required to integrate each potential component into an existing architecture—
architectural mismatches, complexity of the identified mismatch, and mismatch
resolution. The final estimate describes the complexity of integrating a COTS
component and is called the difficulty of integration factor. We should note that
the BASIS approach also includes techniques for evaluating the vendor viability
and the COTS component itself, determining a relative recommendation index
for each product based on all factors.

Measuring complexity of the component’s interactions also implies analyzing
interfaces and messages. Some proposals in this direction propose to measure the
complexity of the interactions—and their potential changes—by using metrics
derived from information theory. For instance, the L-metric [18, [64] offers a static
quantitative measure of the entropy caused by how the components interact as
the system performs.

Finally, architectures used to build composite applications provide a design
perspective for addressing interaction problems. Although little attention is paid
to the evolvability of these architectures, it may also be necessary to estimate
the effect on evolution in a system design in order to improve its robustness [24].
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4.2 Cost Estimation

All CBSD projects require a cost estimation before the actual development ac-
tivities can proceed. Most cost estimates for object-based systems are based on
rules of thumb involving some size measure, like adapted lines of code, number
of function points added/updated, or more recently, functional density [1, [26].
Using rules such as the system functional density, the percentage of the overall
system functionality delivered per COTS component can also be determined,
considering that the number of COTS components in a system should also be
kept under a manageable threshold. However, in practical terms, rules such as
functional density imply that (1) there must be a way of comparing one system
design to another in terms of their functionality; (2) there must a way to split
functionality delivered by COTS from that delivered from scratch; and (3) there
must be a way to clearly identify different COTS functionalities.

Cost is not independent but a function of the enterprise itself, its particu-
lar software development process, the chosen solution, and the management and
availability of the resources during the development project. The cost of updating
and/or replacing components is highly situational, and depends on the organiza-
tion’s specific internal and external factors. Cost estimation should include the
cost of project management, direct labor, and identification of affected software,
affected data, and alternative solutions, testing and implementation. The accu-
racy of most cost estimates should improve during a project as the knowledge
of the problem and the resources required for its solution increases. Some cost
models are iterative, indicating change and re-evaluation throughout the solu-
tion stages. The most extended model on COTS integration cost—the COCOTS
model [22)—follows the general form of the COCOMO models, but with an
alternative set of cost drivers addressing the problem of actually predicting the
cost of performing a COTS integration task. Five groups of factors appear to in-
fluence COTS integration cost as indicated by the relatively large set of drivers:
product and vendor maturity (including support services); customization and
installation facilities; usability; portability; and previous product experience. In
addition, COCOMO II model drivers such as architecture/risk resolution, devel-
opment flexibility, team cohesion, database size, required reusability, etc., can
be added to produce an integral COTS cost model. The goal is to provide the
infrastructure for an easy integration of multiple COTS components. However,
a cost model cannot easily put aside each of the problems encountered when
integrating multiple COTS. In the migration to a component-based system, we
would like to exercise the policy Don’t throw anything away, use and re-use as
much as you can. However, integrating existing software and COTS components
as a whole is not a trivial task and may cause too many adaptation conflicts.

The cost model should provide mechanisms for dealing with the more com-
mon and more challenging integration problems, such as the following.

— Problems that happen when two or more components provide the same ser-
vices with different representations.

— Problems that happen when a component has to be modelled by integrating
parts of functionality from different components (or from other sources).
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— Problems that happen when the resulting architecture does not cover the
desired application requirements.

— Problems that happen when two or more integrated components with differ-
ent implementations fail to interoperate.

While these problems might represent mainly one-time costs, the manage-
ment-phase costs of CBSD recur throughout the system life-cycle, including dur-
ing maintenance.

One of the most important problems of the maintenance process is the esti-
mation and prediction of the related efforts. The different maintenance activities
may present several related aspects: re-use, understanding, deletion of existing
parts, development of new parts, re-documentation, etc. These aspects are rel-
evant to all classes of systems, including object-oriented and component-based
systems [29]. However, one of the most important distinguishing factors in CBSD
is the separation of the interface and the implementation. The interface is usually
realized by one or more components. Larger components may have more complex
interfaces and represent more opportunity to be affected by change. Thus, com-
ponents and component-based systems by nature are a source of changes stressed
by potentially incompatible versions of components, which may compete with
themselves.

When adapting a component-based system to changing requirements, in-
variant conditions are usually specified via constraint languages or specifically
defined mechanisms. For instance, the context-based constraint (CoCon) mech-
anism [43] specifies one requirement for a group of indirectly associated compo-
nents that share a context, which refers the state, situation or environment of
each component. The mechanism requires that monitoring points (interception
points between components) be determined for each invocation path. However,
the main problem of this approach is precisely how to determine the context’s
property values of the components involved in this path.

In general, component technologies also impose some design constraints on
software component suppliers and composers. These constraints are expressed as
a component model that specifies required component interfaces and other devel-
opment rules [33]. The focus of actual compositional rules is on syntactic aspects
of composition, as well as on environmental and behavioral ones. For example,
Ralf Reussner et al. deal with the prediction of properties of compositions
based on the properties of their basic components. Parameterized contracts that
depend on the environment are defined, allowing timing behavior (and hence re-
liability) be analyzed by including timing behavior of the environmental services
used by the component.

Reasoning abut behavioral composition is also as important as detecting in-
teraction mismatches. The Predictable Assembly from Certifiable Components
(PACCQC) [63] is an initiative at the Carnegie Mellon University—Software Engi-
neering Institute (CMU-SEI) that tries to provide support for predicting be-
havioral properties of assemblies before the components are actually developed
or purchased. Prediction-Enabled Component Technology (PECT) is a technol-
ogy that supports composing systems from pre-compiled components in such a
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way that the quality of the system can be predicted before acquiring/building
its constituents [35]. PECT makes analytic assumptions explicitly ensuring that
a component technology satisfies the assumptions through a demonstration of
“theoretical validity”. It also ensures that predictions based on an analysis tech-
nology are repeatable through a demonstration of “empirical validity”. Current
research efforts focus on prediction of assembly properties such as latency and
reliability.

Documentation is also another key to the success of the CBSD. In case of
component-based systems, documentation should contain all the information
about the system’s structure and internal interconnections. For instance, En-
sembles is a conceptual language which enriches the system documentation
by making explicit the links between component properties and component in-
teractions. Ensembles also support graduated and incremental selection of tech-
nologies, products, and components.

In general, the composer does not need to understand all aspects of a com-
ponent-based system, but should be able to identify its constituent components,
and be able to search for components that may provide the functionality required
by the architecture. In addition, it has been suggested that component docu-
mentation should be extensible, allowing the composer to insert details about
component adaptations directly onto a system document library or annotating
components. For example, annotations can be used to perform dependence anal-
ysis over these descriptions [66]. In addition, the system documentation should
be closely tied to the composing tools, so the selected and tailored components
are easily translated into reusable component libraries [16].

4.3 CBSD Risk Analysis

Software development is a quickly changing, knowledge-intensive business in-
volving many people working in different phases and activities. Activities in soft-
ware engineering are diverse, and the proportion of component-based systems is
steadily growing. Organizations have problems identifying the content, location,
and use of diverse components. Component composition requires access to tan-
gible and intangible assets. Tangible assets, which correspond to documented,
explicit information about the component, can vary from different vendors al-
though usually include services, target platforms, information about vendors,
and knowledge for adaptation. Intangible assets, which correspond to tacit and
undocumented explicit information, consist of skills, experience, and knowledge
of an organization’s people.

Although the Risk Management Paradigm continues to be useful as an
overall guide to risk analysis, the majority of risk management studies deal with
normative techniques for managing risk. Software risks may come from different
dimensions: (1) environmental contingencies such as organizational environment,
technologies, and individual characteristics; and (2) risk management practices
such as methods, resources, and period of use [7} (7).

A few studies have classified software risk items, including CBSD risk analy-
sis. These studies consider CBSD risks along several dimensions, providing some
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empirically-founded insights of typical cases and their variations. For example,
the BASIS technique [H] focuses on reducing risks in CBSD by means of several
integrated processes. One of them, the Component Evaluation Process [54], tries
to reduce the risk of selecting inappropriate COTS components. Another process
aims at reducing the risk of downstream integration problems through early as-
sessment of the compatibility between a chosen COTS product and an existing
system. Finally, a third process tries to reduce risks throughout the develop-
ment life-cycle by defining built-in checkpoints and recommending measurement
techniques. A vendor analysis is carried out along with these three processes.

Software project managers need to make a series of decisions at the begin-
ning of and during projects. Because software development is such a complex
and diverse process, predictive models should guide decision making for future
projects. This requires having a metrics program in place, collecting project data
with a well-defined goal in a metrics repository, and then analyzing and process-
ing data to generate models. It has also been shown how metrics can guide risk
and quality management, helping reduce risks encountered during planning and
execution of CBSD [60] 61]. Risks can include performance issues, reliability,
adaptability, and return on investment. Metrics in this case are used to quantify
the concept of quality, aiming at investigating the tradeoffs between cost and
quality, and using the information gained to guide quality management. The
primary considerations are cost, time to market, and product quality.

4.4 Software Product Lines

In this last Section we will discuss the quality assessment issues of one of the
most promising approaches for developing component-based systems, specially
in some well-defined application domains: software product lines [TT] 2T 69].

A software product line is a “set of software-intensive systems sharing a
common, managed set of features that satisfy the specific needs of a particular
market or mission and that are developed from a common set of core assets in
a prescribed way” [2I]. So, within the product line, it is necessary to determine
what products are needed, how to develop those products, how to manage the
evolution of them, and how to re-use them. The idea is to achieve high levels
of intra-organizational re-use. Products become “components” in a product line
approach, where product-line architectures are the basis for software component
re-use.

Software product lines not only help developing software applications, but
also help dealing with some quality issues in a controlled way. Of course, dealing
with quality assessment and risk management in product lines involves a whole
world of new methods and techniques—from requirement analysis to testing.
However, the common nature of SPL facilitates the treatment of some of their
quality issues.

For example, Chastek et al. specify requirements for a product line us-
ing a model whose primary goal is to identify and analyze opportunities for
re-use within requirements. The model has two main characteristics: (1) it spec-
ifies the functionality and quality attributes of the products in the product line;
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and (2) its structure shows decisions about commonalities across the product
line. The work products are based on object modelling, use-case modelling, and
feature-modelling techniques. They form the basis of a systematic method for
capturing and modelling the product line requirements, where five types of anal-
ysis are introduced: commonality and variability analysis, model consistency
analysis, feature interaction analysis, model quality analysis, and requirements
priority analysis.

As another example of mastering quality in software product lines, the frame-
work published in [21] describes the essential practice areas for software engi-
neering, technical management, and organizational management. A practice area
is a body of work or a collection of activities that an organization must master
to successfully carry out the essential work of a product line. The software en-
gineering practice areas include those practices needed to apply the appropriate
technology to create and evolve both core assets and products. The framework
seems to have some similarities when compared to CMMI models [38, [62], where
the major organizing element is the process area. Here, a process area is a group of
related activities that are performed collectively to achieve a set of goals. Hence,
the wide acceptance of the “capability models” has turned research into devel-
oping maturity models for product lines [I2], which aims at providing guidelines
for dealing with intra-organizational re-use.

On the other hand, testing in product lines environments involves testing
assets as well as products. But a software product line organization must main-
tain a number of complex relationships. There are relationships between the
group that develops the core assets and those who develop products, between
the general product line architecture and specific product architectures, between
versions of these architectures and versions of products. As a general rule, Mc-
Gregor proposes structuring the relationships among test artifacts to mirror the
structure of the relationships among production artifacts, so a more efficient
test implementation can be produced [49]. In this case, the test architect carries
the responsibility for achieving the quality properties defined in the test plan.
The architect defines the structure of the test software and defines the basic
test assets. This test software architecture can then be specialized to the specific
environment, quality properties, and constraints of a given product.

Finally, the use of metrics has proven to be helpful in assessing particular
situations to guide architectural decisions. For product line architectures (PLA),
the work reported by Dincel et al. focuses on PLA-level metrics for system
evolution. In particular, they provide an incremental set of metrics that allows an
architect to make informed decisions about the usage levels of architectural com-
ponents, the cohesiveness of the components, and the validity of product family
architectures. However, the experience with these metrics is limited, requiring
further validation.

5 Conclusions

There are many benefits derived from CBSD, which has become one of the key
technologies for the effective construction of large, complex software systems
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in timely and affordable manners. However, the adoption of component-based
development carries along many changes that touch beliefs and ideas considered
to be core to most organizations. These adjustments, and the approaches taken
to resolve contention, can often be the difference between succeeding and failing
in CBSD undertaking.

So far, most of the efforts from the Software Engineering community have
focused on the technical and technological issues of CBSD. But once the situation
starts to be stable at these levels, and component-based software commences to
be effectively used in commercial applications and industrial environments, the
focus is changing towards the quality aspects of CBSD.

In this chapter we have tried to provide an overview of the core concepts
of component-based software quality (CBSQ), and the main issues related to
component-based software assessment (CBSA). From here, the chapters in this
book present some of the current initiatives for dealing with CBSQ issues, from
COTS assessment to product lines maturity levels. However, much work still
remain to be done in this emerging area in order to effectively address the many
difficult challenges ahead.
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Abstract. In this chapter we discuss the current trends and challenges
that arise in the COTS-based requirements engineering. When acquiring
COTS products, customers are put into unexpected situations over which
they have no control. Therefore, requirements have to be more flexible in
order to meet the products constraints. We point out the main research
efforts that have been done to support the COTS-based requirements
process and discuss the advantages and drawbacks of each proposal. We
argue that the matching process between products’ features and users
requirements is a fundamental issue to be treated during the evaluation
process. In this context, we propose a goal-oriented approach to identify
mismatches and deal with conflicts.

1 Introduction

The prospect of reducing time and cost associated with software development
has led organizations to an increasingly interest in acquiring and integrating
commercial products instead of developing systems from scratch. The large avail-
ability of both generic and domain-specific COTS (Commercial-Off-The Shelf)
packages is a key-driving factor that supports the development of COTS-based
systems. However, in order to obtain all the potential benefits from this new
development paradigm, we have to meet the challenge of selecting the “right”
product. In other words, it involves the evaluation of available COTS products in
the market with respect to the needs and constraints of each buyer, which means
that COTS alternatives have to be assessed against the customer requirements.
It is important to note that we cannot assume the existence of the best product
for all situations, if a product meets the needs of organization A, it does not
necessarily is suitable for organization B that has a different business process
and consequently different organizational requirements. Therefore, COTS eval-
uation has to be specific for each particular organization. Note, however that we
incite the use of previous experiences from other organizations as a guideline for
similar selection processes.

COTS-based systems comprise a spectrum, ranging from COTS-solution sys-
tems at one extreme, to COTS-intensive systems at the other extreme [15]. A
COTS-solution system refers to a system in which one substantial product is
tailored to provide a complete solution. For example, Enterprise Resource Plan-
ning packages (ERP) provide an extensive set of fully integrated functionalities.

A. Cechich et al. (Eds.): Component-Based Software Quality, LNCS 2693, pp. 21-[39] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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The goal of ERP software products is to integrate all departments and functions
across an organization into a single system that can serve the needs and require-
ments of those departments. Since ERP systems are designed to support very
different organizations from various business domains, the success of an ERP
installation is critically dependent on the customization process that requires
organizational change through business process re-engineering.

COTS-intensive systems are far more complex; this sort of system integrates
many products from different vendors that have to be tailored and integrated
to provide the system functionality. Many conflicts can be originated from in-
compatibilities between products that are been integrated. In such situations,
developers have to be prepared to adapt and change the conflicting products.
Note that it is very likely that suppliers will not support the adaptation process
and you have to cope with the problem of understanding how the packages op-
erate without even having any bit of the source code. You might be thinking,
“if T could see the source code, this problem could be sorted out”; certainly, the
source code can be helpful. However, what are you going to do with millions of
lines of code? How can you find a particular function that is causing integration
problems? Why should you spend a lot of time trying to understand a piece of
complex code if a new version is probably arriving on the market in the next
months? While it is practically impossible to obtain a fully understanding on
the products internal behavior, new methods and techniques should be able to
support the uncertainty associated with the COTS evaluation process. We argue
that a well-defined and systematic evaluation process is a fundamental activity
of COTS-Based Development (CBD).

In any development process, requirements engineering plays an important
role for the satisfaction of users since systems are developed with the goal of
meeting users needs. In particular, the requirements engineering (RE) process
for COTS-based systems is affected by problems that are very different from
those of traditional systems. For instance, COTS products are designed to meet
the needs of a marketplace instead of satisfying the requirements of a particular
organization. To complicate matters, developers have limited access to prod-
uct’s internal design and the typical description of commercial packages is very
often an incomplete and confused textual description. In fact, there is a lot of
uncertainty with regard to how the COTS features and quality properties are
satisfied. When selecting COTS products, customers have to evaluate products’
features against her requirements. Obviously that not all desired requirements
can be satisfied by available packages. In this way, we stress the importance of
analyzing the matching between features and requirements as a way to iden-
tify possible conflicts and inconsistencies. Therefore, resolving such conflicts is a
necessary condition for successful development of COTS-based systems.

This chapter discusses some new challenges that arise during the RE process
for COTS-based systems. We present an overview of the COTS selection pro-
cess, including a comparison of the main COTS selection methods proposed in
the current literature. Another important aspect of selection that is treated in
this chapter is the decision-making process. Following, we give a brief discussion
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about the traditional requirements engineering process. We believe it is impor-
tant to analyst the main RE activities in order to understand the differences that
arise when developing COTS-based systems. We then discuss some of these new
issues and provide guidelines to support the COTS-based requirements engineer-
ing process. Finally, we propose a framework to support the conflict management
process.

2 Background

The nature of COTS suggests that the model of component-based software devel-
opment should be different from the conventional one. As a result, a significant
shift has been observed from the development-centric towards a procurement-
centric approach. In traditional development process, requirements are specified
then high-level architecture design is produced followed by detailed design and
implementation. While in CBD there is a simultaneous process of requirements
specification, architecture design and COTS evaluation/integration. Developers
have to take into account all these potentially conflicting issues and perform
tradeoffs among them. This step encompasses the balancing and negotiation of
requirements, environment constraints factors and package features where the
final selection has to reflect the decisions made during the tradeoff analysis. Note
that even if you are following a spiral development (which is very likely), first
you have to define the main requirements and then start the architecture design
but in CBD these activities are performed all together. As we are going to see
later, requirements do not need to be acquired in very detail, as they will be
constrained by the COTS design. In fact, packages features can be a way of get-
ting a better understanding about customers goals. Apart from the differences
presented in the RE process, new activities will become part of the COTS-based
development process, for example adaptation and integration.

2.1 COTS Selection Methods

The selection process is a critical activity of COTS-based development when
the quality and suitability of the product have to be verified with respect to
organization requirements and business expectations. As mentioned earlier, this
chapter will focus on the COTS selection and how the requirements process is
affected. Firstly, we describe the main approaches to support the selection of
COTS products including a discussion about how the requirements process is
covered in each approach. The OTSO (Off-The-Shelf Option) [8] method was
one of the first COTS selection methods proposed in the literature. It is a well-
defined process that covers the whole selection process. The definition of hierar-
chical evaluation criteria is the core task of this method, which consists of the
hierarchical set of functionalities, architectural constraints, and organizational
characteristics. The evaluation activity identifies four different sub-processes:
search criteria, definition of the baseline, detailed evaluation criteria definition,
weighting of criteria. Surprisingly the method considers quality aspects (e.g. re-
liability, portability, etc.) as extra factors that may influence the decision but
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are not necessarily included in the evaluation criteria. However, we consider such
characteristics fundamental criteria to assess COTS suitability, for example, if
you are integrating several components into an integrated system, you should
verify how well they interoperate before buying them. OTSO also support the
cost estimation of each alternative using cost models, it breaks down the acqui-
sition cost into three main classes: acquisition costs, further development costs
and integration costs. Although having proved to be successful in building the
evaluation criteria, this approach has limitations on how to conduct the require-
ments acquisition process. The method assumes that requirements already exist
since it is based on a fixed and pre-defined requirements specification that will
be part of the evaluation criteria. Moreover, OTSO just mentions the possibility
to have non-required features but do not provide any strategy on how to deal
with them. Note that such situations are very common in CBD and need to be
properly examined as they can determine the success of COTS-based systems.
The method relies on the use of AHP technique [I3] for conducting the evalu-
ation of products in order to support the decision-making. Although suffering
from some weaknesses as those stated above, the OTSO method served as an
initial step for further approaches.

Another important contribution for COTS selection is the PORE (Procu-
rement-Oriented Requirements Engineering) [II]. The method is a template-
based approach to support selection that is based on the iterative process of
requirements acquisition and product evaluation (see Fig.[I]). At the beginning of
the process there are few requirements specified and a large number of candidate
products. Using the templates several times, it is possible to refine the product
list until the most suitable product is selected. In particular, the templates are
derived from empirical studies about current processes and problems encountered
during the selection activity. PORE integrates various techniques, methods and
tools, such as: knowledge engineering techniques, multi-criteria decision making
methods, and requirements acquisition techniques. It also provides guidelines
for designing product evaluation test cases, which guide the evaluation team to
acquire product information to select or reject products.

The method suggests the use of fit criteria to determine whether or not a
solution satisfies the original requirements. According to the method, the com-
pliance between features and requirements is a fundamental step for effective
product selection. However, the compliance process is not examined in sufficient
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detail. For instance, it is not clear how the matching between products features
and requirements is performed and how products that do not satisfy the require-
ments are eliminated from the candidate list.

CRE (COTS-Based Requirements Engineering) [1] is a method that em-
phasizes the importance of non-functional requirements as decisive criteria to
evaluate alternative products. In particular, quality attributes are very difficult
to be verified mainly because suppliers do not provide a complete description
of quality aspects (stability, flexibility, performance, etc.). Furthermore, non-
functional requirements can be often interacting, such that attempts to achieve
one requirement can hurt or help the achievement of other. The method is pro-
poses the use of the NFR Framework [4] to model non-functional requirements.
CRE supports the evaluation of candidate products through the definition of
systematic criteria that includes a clear description of quality attributes that
potential candidates have to meet. Moreover, the method provides guidelines on
how to acquire and specify non-functional requirements. CRE emphasizes that
evaluating and analyzing all relevant quality features of COTS candidates takes
a great amount of time, typically more than the organization has. Therefore, it
is both necessary and cost-effective to select the most promising candidates for
detailed evaluation. As drawback, the method does not address issues of quality
testing and it is not clear how the product’s quality issues are verified with regard
to customers non-functional requirements. Another problem with the method is
concerned to the lack of support in cases when non-functional requirements are
not properly satisfied.

CARE (COTS-Aware Requirements Engineering) [B] is a goal and agent ori-
ented requirements engineering approach that explicitly supports the use of off-
the-shelf products. CARE emphasizes the importance to keep requirements flex-
ible since they have to be constrained by the capabilities of available COTS. In
this approach requirements are classified as: native (requirements acquired from
customers) and foreign (requirements of the COTS components). The method
considers that bridging the gap between the sets of native and foreign require-
ments is a critical task and that it is necessary to explore different alternatives
of matching. Although the approach points out the importance of mapping sys-
tem requirements and products specification, it does not provide or suggest any
systematic solution to support the possible mismatching between both specifi-
cations. CARE is based on the i* notation to describe the process methodology.
The process model ontology includes actors, goals, resources, dependencies and
relationships. The authors developed a prototype called CARE assistant tool
as a first attempt to model the interdependencies among requirements that are
represented in this approach as goals.

It is interesting to note that most of the selection methods assume the exis-
tence of a predefined and fixed set of requirements (i.e. the evaluation criteria) in
which the candidate products must be assessed against it. We believe that follow-
ing such approaches developers take the advantage of having a well-defined and
systematic process. However, it also involves the definition of strict requirements,
which means that either promising candidate products have to be eliminated be-
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cause they not meet the stated requirements or that large product modifications
will be needed to satisfy such requirements. Moreover, many methods propose
the prioritization of requirements in order to conduct the evaluation of products
but do not tackle the complex matching between prioritized requirements and
COTS features. We consider the matching process a critical issue where features
should be mutually balanced against requirements in a very interactive way.

2.2  Multi-criteria Decision Making

It is practically impossible to conduct a comprehensive discussion about COTS
evaluation without mentioning multi-criteria decision making techniques since
they have been largely used in many selection methods. The basic concepts of
MCDM (Multi Criteria Decision Making) approaches are establishing a set of
criteria that products should meet, assigning scores to each criterion based on
its relative importance in the decision and then ranking products based on their
total scores. Fig.[2 depicts an overview of the selection decision-making. A three
levels hierarchy represents: at the first level, the main goal for the decision making
process; the evaluation criteria at the second level; and finally at the third level
the alternative candidates. The two most used approaches are the AHP (Analytic
Hierarchy Process) [13] and WSM (Weighted Scoring Method) [8]. Using the
WSM technique, the overall score of each alternative is calculated using the
following formula:

n
Score, = Z weight X scoreg
j=1
where a represents an alternative, and n the number of criteria.

Weights are assigned by customers and represent the importance they give
to a particular requirement to be met. The score represents the compliance
of the attributes been evaluated. WSM can be confusing since the resulting
scores only represent the relative ranking of alternatives and the differences in
their value does not give any indication of their relative superiority. For more
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complex decision-making processes, a more effective technique is the AHP. This
technique provides a hierarchical approach for consolidating information about
alternatives using pair-wise comparisons and the overall priorities are computed
using an eigenvalue technique of matrix comparison. The technique suggests that
comparing criteria in pairs brings more reliable results.

WSM technique has some limitations when applied in COTS assessment,
for instance: (7) this approach produces real numbers as results, so they can be
misinterpreted as the real differences between the alternatives rather than the
relative ranking; and (i4) difficulty in assigning weights when the number of cri-
teria is large. AHP has many advantages over WSM, some previous experiments
claim that AHP give decisions makers more confidence in their decisions. As
pointed out by Ref. [14], the main limitations of these techniques for require-
ments prioritization are: (¢) they assume that requirements are independent; and
(1) the calculation model involves a very high number of pair-wise comparisons.
These techniques are also weak in supporting comparison between interdepen-
dent requirements. However, interactions between requirements are very usual,
in special non-functional requirements that are well known as interacting both
in conflict or synergy.

3 Traditional Requirements Engineering

The focus of this chapter is Requirements Engineering (RE) for COTS-based
development. Therefore, it is worth to discuss the traditional RE process in
order to identify the similarities and differences between both processes. The
main goal of the RE process is discovering the users needs with regard to the
new system to be developed, documenting it in a clear way, analyzing possible
conflicting requirements, negotiating such requirements until an agreement has
been achieved then validating the requirements taking into account consistency
and completeness issues.

Before discussing RE activities in more detail, let us define what require-
ments engineering is about. Ref. [16] provides a clear definition: “Requirements
engineering is the branch of software engineering concerned with the real world
goals, functions, and constraints on software systems. It is also concerned with
the relationship of these factors to precise specifications of software behavior,
and to their evolution over time and across software families.” In other words,
requirements engineering must address the goals why the software is needed, the
functionalities the software must provide and the constraints under which it must
operate. This definition also suggests the RE process is a multidimensional one.
The whole system has to be considered under many facets, for example, socio-
economic, organizational, technical, evolutionary, and so on. Moreover, there are
multiple parties involved in the process, each one having different background,
skills, knowledge and concerns. Very often this diversity give rise to conflicting
viewpoints. The RE process covers many intertwined activities, namely: elici-
tation, analysis and negotiation, documentation, validation. Fig. [3 shows the
iterative process between the activities, which is known in the literature as Spi-
ral Model [9].



28 Carina Alves

Irformal speciication
Diecision poit:
Accept docurrernt F 3
Or re-arter sprral
il B .
Analysis and
Elicitation i
L] egotiation
quure ( / \ W \
irernent Start
gicument 5“ ; g Agreed
NN AV
bt
Validation Documentation
k4
Domoment Draft

Fig. 3. Spiral model of the requirements engineering process

Elicitation. In this phase, the individuals who will be affected by the system are
identified; they include customers, end-users, managers and others involved
in the organizational processes. These individuals are called stakeholders.
System requirements are acquired from stakeholders, generally through in-
terviews, use of scenarios, consultation of documents, etc. It is also necessary
to understand the application domain and business problem in order to gain
a deep understanding about what are the real needs to be solved.

Analysis and Negotiation. Once requirements have been obtained, it is very
likely that some requirements will conflict since they reflect the needs of
different stakeholders that have different views and desires. In general, re-
quirements analysis is interleaved with documentation when problems are
highlighted and discussed. Negotiation is the process of discussing require-
ments in conflict and reaching some commitments that all stakeholders can
live with.

Documentation. The agreed requirements are documented with their priori-
ties and assumptions. The requirements document usually includes natural
language descriptions and diagrams. For more complex systems, require-
ments can be formally specified using logic in order to have a precise de-
scription of the system to be developed.

Validation. This is the process of verifying that the requirements represent an
acceptable and consistent description of the system that will be implemented.
During the validation, analysts discover requirements problems, such as: am-
biguities, completeness, conflicts not detected before.

Apart from the activities described above, the RE process also involves the
management of requirements. In fact, requirements always evolve, as the system
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environment change and stakeholders needs change. Therefore managing change
is an important activity in RE, it consists on the process of assessing the impact
of proposed changes to requirements.

An important research topic in RE is goal-oriented requirements engineer-
ing. In fact, goals have been recognized as a leading concept in the RE process
and this area has received increasing attention over the last few years. Various
approaches have been proposed to specify goals in the requirements engineering
literature. The NFR Framework [4] concentrates on the explicit representation
and analysis of non-functional requirements. In order to carry out this task, the
framework first gives the meaning of non-functional requirements as softgoals
whose satisfaction cannot be established in a clear-cut sense. It also provides a
set of abstractions for modelling non-functional requirements, supports design
decisions with design rationale and evaluates the impact of decisions. Another
important work in goal-oriented RE is the KAOS method [10]. This approach
aims at supporting the whole process of requirements elaboration. The method
consists in identifying goals and refining them into subgoals represented by a
graph structure inspired by the AND/OR trees used in problem solving until
the subgoals can be assigned to single agents such as humans, devices and soft-
ware. In KAOS the goals can be also formally specified using temporal logic. The
approach supports the identification and resolution of conflicts between goals,
and the identification and resolution of exceptional agent behaviors, called ob-
stacles that violate goals. In our approach, we use the KAOS language to specify
goals. The rationale for that is because goals provide the right level of abstraction
required by the development of COTS-based systems.

4 Requirements for COTS-Based Systems

In traditional system development, the requirements engineering (RE) activ-
ity basically consists of eliciting stakeholders needs, refining the acquired goals
into non-conflicting requirements statements, and finally validating these re-
quirements with stakeholders. The main goal of the requirements engineer is to
ensure that the requirements specification meets stakeholders’ desires and it rep-
resents a concise and clear description of the system to be developed. Broadly
speaking, the specified requirements will be translated into software architecture
and ultimately, implemented. Therefore, it is reasonable to assert that require-
ments play a controlling role in system development [T5]. The RE process for
COTS-based development is affected by problems that are very different from
those of traditional systems. We discuss some of these challenges as follows.

4.1 Requirements Flexibility

In COTS-based development, requirements statements need to be much more
flexible and less specific. Developers should specify requirements mainly as desir-
able needs rather than as strict constraints. For instance, suppose the following
situation where a financial management system will be acquired by a bank in
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which end users include cashiers who are not expected to have a deep knowl-
edge on information systems. Therefore, learnability (i.e. the facility for a user
to learn how to use the system) is a critical quality attribute for the selection of
this package. However, let’s say that none of the evaluated products satisfies the
desired learnability, some packages have a good documentation but the graphical
interface is quite complicated, others have a very intuitive interface but the doc-
umentation only consists of a general user guide. When buying COTS products
we have to priorities our needs in order to accept limitations of functionalities
that cannot be met.

Another major difference between traditional RE and COTS-based RE is that
the latter do not need to be complete. Instead, initial incomplete requirements
can be progressively refined and detailed as soon as products are found. In fact,
requirements elicitation loses its importance, as most of the requirements should
be directly obtained from products features. High-level goals are identified using
typical elicitation techniques, such as interviews and use cases. From these goals,
possible COTS candidates are identified in the marketplace.

After that, new functionalities that were not initially perceived can be found
in products, refined goals can be operationalized by features what means that
requirements are expected to be highly influenced by products. When developing
systems with the goal of maximizing the use of COTS, the specified requirements
should not be so strict that either exclude the use of COTS or that require large
product modification in order to satisfy them. In fact, an interesting approach is
to let the available COTS features determine requirements [6]. Consequently, it is
necessary to achieve the best balancing of requirements precision and flexibility.
We suggest that the number of “hard” requirements should be minimized to the
definition of the main functionality of the system while more “fluid” requirements
should be the majority of requirements statements.

It is interesting to note that the evaluation of COTS demands some inexact
matching between customers requirements and products features, for example:
there may be requirements not satisfied by any available package, requirements
satisfied by some joint packages, requirements partially satisfied, features not
initially requested but that can be helpful, irrelevant features or even unwanted
features. Moreover, there are some cases where critical requirements cannot be
entirely satisfied without considerable product adaptation and other cases where
these requirements must be compromised to accept products constraints. In all
these situations developers have to perform an extensive negotiation process. In
other words, the negotiation encompasses the balancing of conflicting interests
between what is wanted and what is possible to meet.

An additional complication is that very often package specifications might
have incompleteness and inconsistencies. In fact, vendors can hide some functions
as a way to warrant their intellectual property, competing vendors can also
describe features using different terms as a way to gain competitive advantages.
Therefore, during the evaluation process it is necessary to perform a complex
compliance-checking between the requirements specification and the many COTS
specifications that are under evaluation.
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4.2 Loss of Control

COTS products are developed based on a set of requirements that vendors believe
will meet the widest number of customers. Vendors try to meet the needs of a
marketplace instead of satisfying the requirements of a particular organization.
In fact, COTS are designed to satisfy very general requirements. An additional
complication is that vendors have full control over the product releases and
upgrades. Therefore, customers are put into unexpected situations over which
they have no control [3]. For example, consider you had bought a product from a
supplier that introduced a new packaging strategy, which included a new function
that you do not want into the COTS you had purchased. In this situation you
have no choice but to update the new product or to change to another supplier
and perform a new assessment process.

Vendors develop new features that differentiate from their competitors, con-
sumers are forced to upgrade no matter if they want or not with the prospect
of loosing vendor support, features that succeed in the marketplace are quickly
copied by competitors, forcing a new round of innovation. COTS developers need
to invent requirements based on their perceptions on what are the marketplace
expectations. The sources of requirements usually include internal developers,
marketing consultants, and old customers. Companies who bring innovative and
creative features in their products may gain competitive advantage. However,
developers should not consider too complex and unrealistic requirements that
are not possible to implement with the resources available, as time to market
is an important concern when developing COTS. Therefore, developers have to
priorities implementing those requirements that seems to be the most important
ones for the next release. According to Ref. [7], the decision regarding which
sort of requirements to implement may depend on the maturity of the market
domain. In stable markets, developers should focus on creative features, while in
unstable and immature markets it is more important to support the main func-
tionalities that satisfy the customer needs. On the other side, when developing
systems from COTS packages that are available in the marketplace, customers
are required to specify requirements based on the features provided by the pack-
ages. This in turn requires the customer to have a detailed understanding of
COTS features to identify misfitting elements.

Moreover, it is also necessary to decide which parts of the package must be
adapted to satisfy critical requirements as well as to adjust the organization busi-
ness process. For instance, the success of an ERP (Enterprise Resource Planning)
installation is critically dependent on the customization process where develop-
ing systems from ERP packages requires organizational change through business
process re-engineering. Fig. B provides a comparison between the development
of COTS products and systems that integrate COTS.

4.3 Evolving Requirements

In traditional system development, requirements always evolve as the environ-
ment in which these systems operate change; stakeholders also change their needs
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Fig. 4. Comparison between development of COTS products and COTS-based systems

as far as they get a better understanding of the system being developed. Evo-
lution in requirements is unavoidable and must be considered as a natural part
of the development process. Therefore it is not true to think that such changes
are originated due to poor requirements engineering process. Broadly speaking,
in traditional system development, changes in requirements might lead to in-
stability but as soon as the changes are managed and requirements agreed, the
situation is controlled. However, if we are developing COTS-based systems, re-
quirements are likely to change more frequently than in traditional development.
This situation mainly occurs because of the high volatility of COTS marketplace
that launches new releases in a very short period of time.

In many cases COTS packages include more functionalities than the customer
really need. Therefore, these extra capabilities impose constraints and limitations
over requirements creating different circumstances for the requirements engineer
that now has to deal with undesired features. Thus, this new situation leads
to a continuous process of negotiation. We have to keep the decisions made
during the assessment process in order to understand the reasons that forced
requirements to change or why a particular product was eliminated. Capturing
such rationale facilitates adaptation to ongoing changes. Competitive pressures
in the marketplace force vendors to innovate and differentiate products features
rather than standardize them.

5 Conflict Management for COTS-Based Systems

In the previous sections we have discussed some important aspects of COTS-
based requirements engineering. As we have discussed before, it is very likely
that conflicting situations arise since buyers and vendors usually have incom-
patible objectives. Checking whether a product meets a requirement or not is
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often difficult due to the evolving and unclear nature of COTS packages. In our
approach, the matching between goals and COTS packages consists of evaluating
how refined goals can be operationalized by features. In other words, it is a kind
of compliance-checking mechanism, as stakeholders have to reach an agreement
that their goals are sufficiently achieved in terms of features.

Rather than eliminating conflict, we aim at proposing a course grain frame-
work that handles conflicts in order to achieve the best balancing between COTS
constraints and customers needs. Note that the proposed framework should be
used as part of the selection process so that any other method described be-
fore could be used in conjunction. However, the conflict management framework
extends the selection activity, as conflicts will exist even after the “best” prod-
uct has been selected. Actually, many unexpected issues can arise during the
adaptation and integration of the product into the organization. The following
activities are part of the conflict management process. We illustrate it with a
bookstore system acquisition. Fig. Bl presents an overview of the conflict manage-
ment framework. It starts with the description of goals and candidate products
that should be obtained from the organization and marketplace, respectively.
The elements of these two specifications have to be compared in order to find
similarities and divergences, i.e. how goals are met or not by the features. After
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identifying the mismatches, we can start the conflict resolution process that is
iterative by nature as different parties are involved. Note, however, that finding
a mismatch does not necessarily mean that a conflict exists. Further analysis is
necessary to characterize real conflicts and generate resolutions.

5.1 Acquiring Goals

As we described before, the first step of any system development is specifying
stakeholders requirements. We are following a goal-oriented RE approach called
KAOS language [10] to specify goals. The motivation for that is because KAOS
provides both a graphical specification of goals (tree decomposition) that is very
suitable to represent goals in terms of features to be achieved as well as a formal
language that can be used to specify critical goals. Fig. [ illustrates part of
the goal refinement for the bookstore system using AND/OR decomposition.
For instance, the goal BuyerOrderSatisfied is decomposed into ShoppingByPhone
and ShoppingOnWeb through an OR link. The ShoppingOnWeb has the following
subgoals: SearchBook, PutBookinBasket and RequestBook.

The customer should be able to search books by topic or query criteria, such
as: by title, Author or ISBN. Note that these subgoals are operationalizable
goals, in other words, they don’t need further refinement as they clearly rep-
resent a functionality that the system has to accomplish. In addition to goal
refinements, conflicts between goals can be made explicit, for example, the goal
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MaintainBuyerHistory means that the system should store relevant information
of registered customers. This goal seems to conflict with MaintainBuyerPrivacy,
as customers may not want to have their personal information collected. Later
we will discuss some possible resolutions for this conflict.

During the refinement process it is necessary to identify goals that helps
comparing candidate products. We propose two categories of goals: peripheral
and core. The former are goals that help to distinguish between products (i.e.
goals not supported by all products) while the latter are goals that are provided
by most available products then they are not too important for the decision
process. For example, the Goal Query BookByTitle is supported by both packages
(example of core goal) while the Goal KeepBuyerHistory is supported only by
product B (peripheral goal).

Thus, this goal can be a decisive criterion and should be investigated in order
to support the decision of selecting one product instead of others. Besides the
classification of goals as core and peripheral, we propose two attributes for goals
description:

Desirability. The importance of a goal described in the customer specification
to be satisfied by a particular feature provided by the package.

Modifiability. The capacity to restructure a goal definition when a conflict
arises between a specified goal and any feature provided by the package.

In other words, desirability specifies the priority of goals; here a possible way
is assigning numbers that represent the relative importance of goals as applied
in some MCDM methods. Modifiability is related with the feasibility to either
change a critical goal or a feature whenever a conflict arise. This attribute is
considered a central aspect of the proposed framework as conflicts are handled
through change and redefinition of goals.

5.2 Matching Goals and COTS Features

From the acquired goals, possible COTS candidates are identified in the mar-
ketplace. To understand a product, we must understand the functionalities the
product provides, quality aspects, legal issues (i.e. licences, vendor support),
organizational issues affecting the product’s operation. Consequently, the eval-
uation process involves the consideration of technical and non-technical issues.
We assume that these features were obtained from analysis of product speci-
fication, demonstration sessions and evaluation tests. At the beginning of this
process, core goals are very important because they help to define the system
domain. However, as soon as the main packages are identified core goals lose
its importance to peripheral ones. In general, packages features are expressed in
natural language, at this point we do not provide any automatic mechanism to
compare these features against goals specified in KAOS. On the other hand, as
a first attempt we have proposed the following matching patterns in order to
formalize the matching process:
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Fulfil - feature exactly satisfies a customer goal

Fulfil = Vg € Goal,3f € Feature, Matching(g, f) = FullSatisfy(g, f)

Differ — product provides feature that partially satisfies a goal requested
by customer

Differ = Vg € Goal,3f € Feature, Matching(g, f) = DifferSatisfy(g, f)

Extend — product provides an extra feature that was not requested by
customer goals

Extend = Vg € Goal,3f € Feature, Matching(g, f) A =Requesting(g, f)

Fail — product does not provide a feature that was requested by
customer goal
Fail ~=Vg € Goal,3f € Feature, Matching(g, f) = —Satisfy(f, g)

Patterns fulfil and differ are overlap relations; more specifically the former
is considered a kind of full overlap between elements i.e. when a goal can be
exactly mapped into the feature specification of a particular product whereas
latter is called a partial overlap. On the contrary, extend and fail patterns are
divergence relations; extend represents extra elements in the feature specifica-
tion that are not initially requested in the goal specification and fail represents
goals that cannot be met by the feature specification. Fig. [ shows a graphi-
cal representation of each matching pattern comparing elements from the goal
specification against features of a package specification. It is important to note
that all candidate packages have to be evaluated (i.e. features matched) against
specified goals.

5.3 Identifying Conflicting Issues

From the matching situations, we can identify potential conflicts. Note that the
fulfil pattern does not originate conflicts. Therefore, we do not need to take into
account these features. On the other hand, all other patterns might be a source
of conflict and need to be explored. The Differ pattern can introduce conflicts as
in this case the product has a feature that partially meets a particular goal. For
example, product A partially meets the goal BookPriceDisplayed but instead of
displaying the price when the book is found as stated in the goal specification,
the product displays the price only when the buyer requests the book.

5.4 Analyzing Type of Conflict

The aim of the conflict analysis is to develop a better understanding of the
conflict and obtain additional information about the involved issues. In fact,
there are many assumptions and motivations involved in any conflict. Assuming
that conflicts are resolved through the generation of alternatives, a risk analysis
should be performed as guidance in order to reach the “best” resolution (i.e. the
solution that minimize potential conflicts and maximize goals satisfaction). For
a conflict to be resolved constructively, the reasons of its occurrence should be
explored. This mainly includes a careful investigation of how the mismatching
occurs.
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Interestingly, identified mismatches do not necessarily leads to conflicting
situations. For example, the feature DeliveryTimeDisplayed extends the requested
goals, so we assume that it might cause a conflict. However, after analyzing this
issue it was agreed that it could be interesting to display the delivery time after
the customer has chosen the shipping facility. After a conflict has been analyzed
and explored, alternative resolutions should be proposed in order to support
satisfactory and consistent decisions. We believe that an effective strategy for
resolution generation should be a domain-independent one. We aim at addressing
this issue in future work.

5.5 Generating and Choosing Resolution Proposals

Once the resolution proposals have been identified, potential alternatives can
be judged and compared. Interestingly, proposals can interact and produce a
combined new proposal that also satisfies the involved issues. For example, ac-
cording to Fig. [ the goal MaintainBuyerHistory seems to conflict with Maintain-
BuyerPrivacy. Some of the possible resolutions for this conflict include: notifying
customers before any information is collected, collecting information only if cus-
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tomers agree, or do not recording any buyer history. The last alternative leads to
a hard compromise between goals and should be avoided unless the goal Main-
tainBuyerPrivacy has very high priority. This conflict was originated within the
goal specification. Consider now that all evaluated products fail with the goal
MaintainBuyerHistory, here we might have two resolutions: decide if it is feasible
to ask the vendor to include this function in another version (we have to discuss
it with each vendor), the organization can implement it as an extra module that
will be later integrated into the acquired system, or eliminate this goal if it prove
to be impractical.

To determine the impact of decisions, rationale must be recorded, so that
information is available if any of the conflicting issues change over time. The
aim of the entire conflict resolution is to define an interactive process to explore
the conflicts among goals, negotiate alternatives, identify and choose appropriate
resolutions.

6 Conclusions

This chapter addresses some important issues for the successful development
of COTS-based systems. We reviewed the main efforts to support the selection
process, stressing its benefits and drawbacks. The use of COTS packages brings
new challenges to the requirements engineering process. Although traditional
RE activities are still present, extra emphasis should be given to the negotiation
process. Beyond the conflicts that can arise between requirements, COTS-based
RE also brings an extra source of conflicts that is the mismatching between
requirements and features.

We have proposed a framework to tackle the conflicts that can arise from
mismatching situations. The quality of COTS-based systems can be improved
with our approach as problems with requirements satisfaction can be identified in
a precise way through the use of matching patterns. However, much work remains
to be done in order to develop a comprehensive treatment of conflict management
for COTS-based development. As final remark, we believe that additional efforts
in areas such as package certification, risk analysis, decision support, package
alignment, are essential to COTS-based requirements engineering.
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Abstract. Use of commercial-off-the-shelf (COTS) products is becom-
ing an acceptable software development method. Current methods of
selecting COTS products involve using the intuition of software devel-
opers or a direct assessment of the products. The former approach is
subjective, whereas the latter approach is expensive as the efficiency of
the direct assessment approach is inversely proportional to the product
of the number of modules in the system to be developed and the total
number of modules in the candidate COTS products. With the increase
in the number of available COTS components, the time spent on choos-
ing the appropriate COTS products could easily offset the advantages of
using them. A domain model is a generic model of the domain of an ap-
plication system. It captures all of the features and characteristics of the
domain. In this chapter, we present a new indirect selection approach,
called the Domain-Based COTS-product Selection Method, which makes
use of domain models. We also report a successful case study in which we
applied our selection method to the development of an on-line margin-
trading application.

1 Introduction

The use of commercial-off-the-shelf (COTS) products as units of large systems
is becoming popular. Shrinking budgets, the rapid advancement of COTS devel-
opment and the increasing demands of large systems are all driving the adoption
of the COTS development approach. A COTS component is defined as an inde-
pendent unit that provides a set of related functions and which is suitable for
reuse [§]. COTS components are different from software components in terms of
their completeness [4]. Those systems that adopt COTS development as much
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as possible are called COTS-Based systems (CBS). Compared with traditional
software development, CBS development promises faster delivery with lower re-
source costs. The shift from custom development to CBS is not limited to new ap-
plication development projects. Many maintenance projects also involve COTS
products. Rather than building the whole system from scratch, a new system
can be assembled and constructed by using existing, market proven and vendor
supported COTS products. For example, COTS components for inventory con-
trol and accounts receivables can be purchased and integrated into an accounting
system. The use of COTS products has become an economic necessity [3} [15].

Developing a CBS involves selecting the appropriate COTS products, build-
ing extensions to satisfy specific requirements, and then gluing the COTS prod-
ucts and other units together. The success of CBS development depends heavily
on the ability to select the appropriate COTS components. An inappropriate
COTS product selection strategy can lead to adverse effects. It could result in
a shortlist of COTS products that can hardly fulfill the required functionality,
and it might also introduce overheads in system integration and maintenance
phases of a project. An effective and efficient COTS product selection process is
essential to the delivery of the full potential of CBS development. If the effort
required in selecting the appropriate COTS product is too high, then it may
offset the time saving in using the COTS development approach.

We classify the current COTS product selection methods into three cate-
gories, namely, the intuition approach, the direct assessment approach and the
indirect assessment approach. In the intuition approach, software developers se-
lect COTS products according to their experience and intuition. This approach
is subjective, and some COTS products that are qualified candidates for an
application may be omitted inadvertently.

Most of the recently proposed COTS component selection methods belong
to the direct assessment (DA) approach, which selects COTS components di-
rectly from their source. These methods consider ALL of the descriptions of the
COTS products and then try to make decisions on their suitability. For exam-
ple, a recent study proposes the use of a matching process between the system
requirements and the constraints imposed by the COTS products [I3]. These
methods all require a searching phase followed by an evaluating phase that ex-
amines both the functional and non-functional aspects of the COTS products.
These approaches are more objective than the intuition-based approaches. How-
ever, the efficiency of direct assessment approach is inversely proportional to the
product of the number of moduled] in the system to be developed and the total
number of modules in the candidate COTS products. The cost of selecting an
appropriate COTS product can be expensive and hence, may offset the advan-
tages of using COTS. Furthermore, we noticed that the vendor’s information
has not been well utilized. By making better use of the vendor’s information, we
can reduce the time required for selecting COTS products.

We have developed an indirect method that does not directly compare the
modules of the system to be developed with the COTS product during the selec-

! The term “module” in this chapter refers to a unit of a system.
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tion process. The Domain-Based COTS-product Selection method [I1], instead of
assessing all of the available COTS products, makes use of the specific domain
model of the intended system to decide the suitability of the COTS product.
The intention of this approach is to reduce the amount of work required for the
COTS selection.

Domain modelling has been recognized as an effective tool in developing
quality software. A domain model is a generic model of the domain in question.
In other words, a domain model is the meta-model of the domain. It models
a domain by capturing all the intrinsic of the domain and it also captures all
the relations between these intrinsic. Hence, a domain model captures all of
the properties, characteristics, functions and features of the domain. Then an
application system of the domain is a refinement of the domain model. Domain
models can be expressed in any appropriate software specification languages, like
OMT, depending on the characteristics of the domain.

There are two basic strategies for selecting a COTS product, depending on
whether an application development needs the best available COTS product:

Best-fit strategy: the selection process is aimed at identifying the best COTS
product among all of the candidates.

First-fit strategy: the selection process is aimed at identifying the first COTS
product that satisfies all of the requirements. If no COTS product satisfies
all of the requirements, then the best product from the available COTS
products is selected.

In general, the best-fit strategy will require an analysis of all of the COTS
candidates, whereas the first-fit strategy may require less effort since it will stop
once the first COTS candidate that meets the requirements has been identified.
However, the latter strategy may not identify the best COTS product.

In Section [Z of this chapter, we provide a review of the COTS product se-
lection methods. Section Bl presents the relationships among the domain model,
COTS products and CBS. Based on the insights from these relationships, we
have developed a new COTS product selection method, which is called the
Domain-Based COTS-product Selection (DBCS) method. An overview of the
DBCS method is given in Section ], and detailed procedures in Section Bl In
Section [6] we first analyze the efficiency of DBCS in Section [6.1l We have suc-
cessfully applied the DBCS method to the development of an on-line margin-
trading system for a local bank. This case study is presented in Section [6.2] In
Section [7] we present our conclusions.

2 COTS Selection Methods

We first give an overview of some direct assessment methods that have been pro-
posed for COTS product selection. They are the Off-The-Shelf-Option
(OTSO) [7], COTS-based Integrated System Development (CISD) [16], Procure-
ment-Oriented Requirements Engineering (PORE) [12], COTS-based Require-
ments Engineering (CRE) [1], and the Infrastructure Incremental Development
Approach (IIDA) [6].
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2.1 OTSO

Kontio proposed the Off-The-Shelf-Option (OTSO) selection method [, [7]. The
OTSO method assumes that the requirements of the proposed system already
exist. However, in practice, the requirements cannot be defined precisely because
the use of certain COTS products may require some changes to the requirements.
The main principle followed by the OTSO method is that of providing explicit
definitions of the tasks in the selection process, including entry and exit criteria.
It also uses the Analytic Hierarchy Process as a decision-making method to
analyze and summarize the evaluation results.

The inputs for OTSO include the requirements specification, design speci-
fication, project plans and organizational characteristics. The outputs are the
selected COTS product, the results of the evaluation, and cost models.

The OTSO selection method comprises three phases: searching, screening
and evaluation. Based on knowledge of the requirements specification, design
specification, project plan and organizational characteristics, a set of selection
criteria is set up for selecting the COTS products. The searching phase attempts
to identify all potential COTS candidates that cover most of the required func-
tionality. This phase emphasizes breadth rather than depth. The search criteria
are based on the functionality and the constraints of the system.

The objective of the screening phase is to decide which COTS candidates
should be selected for detailed evaluation. The screening criteria are similar to
those of the searching phase. The less-qualified COTS candidates are eliminated
during this stage.

In the evaluation phase, COTS candidates undergo a detailed evaluation.
The evaluation criteria are defined by decomposing the requirements for the
COTS products into a hierarchical set of criteria. Each branch of this hierarchy
ends in an evaluation attribute, which is a well-defined measurement that will
be determined during the evaluation. Although the set of criteria is specific to
each case of COTS products selection, most of the criteria can be categorized
into four groups:

— functional requirements of the COTS;

— required quality-related characteristics, such as reliability, maintainability
and portability;

— business concerns, such as cost, reliability of the vendor, and future devel-
opment prospects;

— issues relevant to the software architecture, such as constraints presented
by an operating system, the division of functionality in the system, or the
specific communication mechanisms that are used between modules.

The OTSO method uses the Analytic Hierarchy Process (AHP) to consolidate
the evaluation data for decision-making purposes [I4]. The AHP is based on the
idea of decomposing a complex, multi-criteria decision-making problem into a
hierarchy of the selection criteria. The AHP helps decision makers to structure
the important components of a problem into a hierarchical structure. The AHP
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reduces the complex multi-criteria trade-off decisions to a series of simple pair-
wise comparisons and synthesizes the results. The AHP not only helps a decision-
maker to arrive at the best decision, but also provides a clear rationale for making
a particular choice.

A limitation of OTSO is that some of the selection criteria may not have
been clearly defined.

2.2 CISD

Tran and Liu have proposed the COTS-based Integrated System Development
(CISD) model for COTS development [16]. The CISD model is not solely for
COTS product selection. It is a model that can be used to generalize the key
engineering phases of selecting, evaluating and integrating COTS products for a
CBS.

The inputs for the selection process are the system requirements and infor-
mation about the COTS products, and the outputs include a prioritized list of
the COTS products and the architecture of the system.

The CISD model consists of three distinct phases: identification, evaluation
and integration/enhancement. The COTS product selection process lies within
the identification and evaluation phases.

The identification phase includes all of the technical activities that are re-
quired to generate a prioritized collection of products for subsequent evaluation.
It includes two sub-phases: product classification and product prioritization. In
the product classification sub-phase, information on potential COTS products is
collected based on the requirements of each (application) service domain. This
phase is similar to the searching phase of the OTSO selection process.

In the prioritization sub-phase, candidate COTS products are screened and
prioritized. Two important criteria for prioritization are interoperability and the
ability to fulfill multiple requirements of the service domains. The first criterion
ensures that the selected COTS candidates can be integrated readily, leading to
a reduction in the overall time and effort required during system integration. The
second criterion gives a higher rating to products that support multiple domains
because these products can reduce the number of interconnected interfaces and
architectural mismatches.

The evaluation phase encompasses the process of creating prototype software
and temporary integration and testing of the candidate COTS products. A de-
tailed evaluation of the COTS products is performed. Three important attributes
of the COTS products are examined:

— Functionality
— Architecture and interoperability
— Performance

The integration/enhancement phase encompasses all of the development ef-
forts that are required to interconnect the different selected COTS products into
a single integrated system. The key advantage of the CISD model comes from
its integration of the strengths of the Waterfall and Spiral models.
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2.3 PORE

The Procurement-Oriented Requirements Engineering (PORE) method guides
a software development team in acquiring customer requirements and selecting
COTS products that satisfy those requirements [12]. It uses a progressive filtering
strategy, whereby COTS products are initially selected from a set of potential
candidates, and then progressively eliminated when they do not satisfy the eval-
uation criteria [9].

The PORE method supports an iterative process of acquiring requirements
and selecting COTS products. During each of the iterations, the software devel-
opment team acquires information about the customer requirements that help
discriminate between the COTS product candidates. The team also undertakes
multi-criteria decision-making to identify candidates that are not compliant with
the requirements. Therefore, the team rejects some of the COTS candidates
and then explores the remaining COTS candidates by discovering possibly new
customer requirements that might discriminate more thoroughly between the
remaining candidates.

The inputs of the PORE method are the attributes of the COTS products,
supplier requirements, information about product branding, open standards,
product certification, the development process, the supplier’s CMM level [5], the
product and the supplier’s past record, reliability, security, and dependability.
The output is the shortlist of COTS products.

PORE offers techniques such as scenarios to discover, acquire and structure
the customer requirements and formulate test cases that are used to check the
compliance of the COTS products with the customer requirements.

2.4 CRE

The COTS-based Requirements Engineering (CRE) method was developed to
facilitate a systematic, repeatable and requirements-driven COTS product se-
lection process. A key issue that is supported by this method is that of the
definition and analysis of the non-functional requirements during the COTS
product evaluation and selection [I].

The CRE method is goal oriented in that each phase is aimed at achieving
a predefined set of goals. Fach phase has a template that includes some guide-
lines and techniques for acquiring and modeling requirements and evaluating
products.

The inputs of the CRE method include defined goals, evaluation criteria,
information about the COTS candidates and test guides. The output is the
selected COTS products.

This method has four iterative phases: identification, description, evaluation
and acceptance. The identification phase is based on a careful analysis of influ-
encing factors, which come from the classification proposed by Kontio [8]. There
are five groups of factors that influence the selection of COTS products: user
requirements, application architecture, project objectives € restrictions, product
availability and organizational infrastructure.
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During the description phase, the evaluation criteria are elaborated in detail
with an emphasis on the non-functional requirements. This is followed by a
refinement of the description of the requirements.

In the evaluation phase, the decision to select a particular COTS product is
based on the estimated cost versus an analysis of the benefits. The cost model
that is used is called COCOTS (Constructive COTS) [2]. In particular, the best
COTS product is identified by continuously rejecting non-compliant candidates.
COTS products that do not meet the requirements are rejected and removed
from the list of candidates.

The acceptance phase is concerned with the negotiation of a legal contract
with vendors of the COTS products. During this phase, the evaluation team
has to resolve legal issues pertaining to the purchase of the products and their
licensing.

The selection criteria of the CRE method include:

— Functional and non-functional requirements. The selected COTS products
have to provide all of the required capabilities, which are necessary to meet
essential customer requirements. Among these requirements, the non-func-
tional requirements play a critical role during the assessment process.

— Time restrictions. The time available for searching and screening all of the
potential COTS candidates.

— Cost rating. The cost of acquiring the COTS products. This includes ex-
penses such as acquiring a license, the cost of support, expenses associated
with adapting the product, and on-going maintenance costs.

— Vendor guarantees. This addresses the issue of the technical support that is
provided by a vendor. Consideration is given to the vendor’s reputation and
the maturity of their organization, and the number and kinds of applications
that already use the COTS product.

A disadvantage of the CRE method is that the decision-making process can
be very complex, given that there are a large number of potential COTS products
and many evaluative criteria.

2.5 IIDA

Fox has proposed the Infrastructure Incremental Development Approach (IIDA)
for the development of technical infrastructure using COTS products [6]. This
approach is a combination of the classical waterfall and spiral development mod-
els in order to accommodate the needs of CBS development. The process of se-
lecting COTS products in the ITDA relies on two phases: analysis prototype and
design prototype.

In the analysis-prototype phase, COTS candidates are selected from each
COTS product family. A COTS product family is defined as a group of COTS
products that perform similar functions and/or provide related services. Based
on the general capabilities and basic functionalities of the COTS candidates, the
qualified COTS products that fulfill the infrastructure requirement are identified
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in each of the COTS product families. However, the IIDA does not specify how
the COTS product family is constructed or provide possible sources for that
information.

The purpose of the design prototype phase is to select and evaluate the
best COTS products from the earlier phase. Basic evaluation criteria include
functionality and performance.

2.6 Summary of Direct Assessment Methods

Table 1 summarizes the inputs, selection procedures, selection criteria and out-
puts of the COTS product selection methods.

Although the five direct assessment methods (mentioned above) have some
differences in their finer details, the typical steps of these methods are as follows:

1. Inspect all of the modules of each of the available COTS products to check
whether they have modules that satisfy some or all of the functional require-
ments of the CBS being developed.

2. Check whether a COTS product also satisfies the non-functional require-
ments of the CBS. Non-functional requirements may include properties such
as the interoperability of the modules of the COTS product with other sys-
tems.

3. Select the most appropriate COTS product that satisfies both the functional
and non-functional requirements of the CBS.

The efficiency of these exhaustive direct assessment methods is inversely pro-
portional to the product of

— the number of modules to be developed using COTS products, and
— the total number of modules in all of the available COTS products.

As more and more COTS products become available in the market, the total
number of modules in all of the available COTS products will become large.
Therefore, the efficiency of the direct assessment methods will decrease sharply.

3 Relationships among the Domain Model,
COTS Products and CBS

The domain-based COTS-product selection method is founded on the relation-
ships among the domain model, COTS products and CBS. In this section, we
present an analysis of these relationships.

3.1 Relationships between COTS Products and a CBS

Many of the COTS products in the market are generic. The vendors of these
products claim that they are applicable to systems in different application do-
mains. A CBS development requires that we examine COTS products from mul-
tiple vendors. The selection of COTS components for an individual CBS is then a
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COTS CBS

Fig. 1. Many-to-many Relation between COTS and CBS

A Domain

Model A CBS

Fig. 2. Relation between a Domain Model and a CBS

many-to-many matching process (Fig. D). The efficiency is inversely proportional
to the product of the number of modules to be developed using the COTS prod-
ucts and the total number of modules being considered in the COTS products.
If the CBS is a complex system and there are many COTS products available on
the market, the system developers will have to examine many COTS products,
and hence they will exert a great effort in making the selection. Consequently,
this many-to-many relation may offset the advantages of using COTS develop-
ment.

With the increase in the number of available COTS products and the many-
to-many relation between COTS and CBS, it is difficult, without a good selec-
tion method, for system developers to examine all of the COTS products. Also,
searching through a large number of available COTS products is error-prone.
Ideally, the selection method should be automated to increase its efficiency and
reduce errors.

3.2 Relationship between a Domain Model and a CBS

A domain model is a generic model of a domain. There may be an infinite
number of systems for a domain. Hence, the relation between a domain model
and an individual CBS is one-to-many. However, the relation between a domain
model and an individual CBS is a simple one-to-one relation Fig. BIE. This is
the case because each module of the CBS should have corresponding modules in
the domain model. Otherwise, the domain model is not an appropriate generic
model of the domain. It is a simple relation because it is easy to identify the
modules in the domain model that correspond to the CBS.

3.3 Relationship between COTS Products and a Domain Model

In general, a domain model can be supported by more than one COTS prod-
uct, or the modules of a domain model can be fitted by a number of modules,

2 The parallelogram represents a specific entity, which denotes a domain model and a
CBS in this example. Rectangles represent a class of entities, such as multiple CBS
and COTS products in Fig. M
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Fig. 3. Relation between Class of COTS and a Domain Model
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COTS

Fig. 4. Relation between COTS, a Domain Model and a CBS

each from different COTS products. Consequently, the relation between COTS
products and a domain model is many-to-one (Fig. B).

It should be noted that the vendors of COTS products have all the infor-
mation about the COTS products, including the functional and non-functional
applicability of the product. Furthermore, it is a common marketing strategy
that products are focused to some specific application domains instead of any
domain in general. Consequently, the COTS vendors should be familiar with
their target domains. Hence, it would be efficient and appropriate for the ven-
dors to map their COTS products to the domains in which their COTS products
apply. They could specify how the COTS products can be used in the applicable
parts of a domain. This would not only help the software developers to select
the right COTS products, but also help the vendors to market their products.

4 Domain-Based COTS-Product Selection Method

From the above analysis of the relationships between the class of COTS products,
a domain model and a CBS, we notice that the relation between the class of
COTS products and a domain model is a many-to-one relation and the relation
between a domain model and a CBS is a one-to-one relation (Fig. M). We can
take advantages of the properties of these relations and design a new approach
to select COTS products. We use the domain model as an agent between the
COTS products and a CBS. The modules from the COTS products that are
claimed by the vendor to be appropriate for specific modules of a domain model
are first mapped to these modules by the vendors. Then, when selecting the
COTS modules for a CBS, instead of selecting the COTS components directly,
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the corresponding modules in the domain model of a CBS are consulted first.
Through the mappings between a domain model and the COTS products, the
corresponding COTS modules that are (claimed to be) appropriate for the CBS
module are identified. A vetting procedure is then used to select the best COTS
products for the application. As the mappings between the COTS products and
the domain models have been provided in terms of information on how the
products can be applied to a domain, selecting an applicable COTS product can
be automated based on the mappings. However, the vetting procedure cannot
be fully automated because some of the functional and non-functional criteria
will require human judgment.
To summarize, this method consists of two phases: set-up and selection.

1. Set-up phase
When vendors rollout their COTS products, besides making the COTS prod-
ucts available on the market, they also need to map their COTS modules
to those modules of the domains that they find are applicable. These map-
pings are available to the application system developers and can be accessed
electronically.

2. Selection phase

(a) The corresponding modules in a domain model are identified for each of
the modules of the CBS in question.

(b) The COTS modules that claim to be applicable are identified by the
mappings from the domain model to the COTS modules. It should be
noticed that these modules are functionally applicable to the domain
models.

(¢) The non-functional properties of the identified COTS modules are as-
sessed.

(d) With reference to all of the assessment results, the most appropriate
COTS modules are selected.

We illustrate this method with the example shown in Fig. Bl In the set-
up phase, the vendor of COTS1 has identified that C11 is applicable to nl of
the domain model; the vendor of COTS2 has identified that C21 and C22 are
applicable to nl and n2, respectively; the vendor of COTS3 has identified that
C31 is applicable to n2; and the vendor of COTS4 has identified that C41 and
C42 are applicable to n2 and n3, respectively.

Then, when the specification of the CBS is developed, it is easy for the
developers to identify that S1 corresponds to n2 and S2 corresponds to n3 of the
domain model. With reference to n2 and n3, COTS modules C22, C31, C41 and
C42 are identified. The next step is to validate the non-functional requirements
of these four modules. One module has to be chosen from C22, C31 and C41.
Since C42 is the only applicable module for S2, it will be selected if it satisfies
the non-functional requirements.



52 Hareton K.N. Leung and Karl R.P.H. Leung

Domain Model ci
omain odae! O
D)
D)
), COTS1
), O
- - L
COTS2
CBS
E > T
c31
COTS3
c41
o D)
COTS4

Fig. 5. An example of using the DBCS method

5 Steps of the Domain-Based COTS-Product
Selection Method

In this section, we present two procedures for the domain-based COTS-product
selection method. These procedures correspond to the best-fit strategy and first-
fit strategy.

Before we continue our discussion, we first define some auxiliary operators.
Let elem(l) be a function that returns the set of unique elements from a list, I.
For example, elem([1,1,2]) = [1,2]. Let card(S) be a function that returns the
cardinality of a set, S. For example, card(1,2,3) = 3. Let xtp(i,t) be a function
that extracts the i*” element from a set of tuples, which is denoted by ¢, and let
it return the elements from the tuples in a set. If the i*" element in a tuple does
not exist, xtp returns an empty set. For example, ztp(2, (a,b), (¢,d,e)) = b,d
and ztp(3, (a,b), (¢,d)) = {}.

5.1 Definitions

Let there be n modules in the CBS (n > 0) and « COTS products available
(z > 0). Let ¢; denote an individual COTS product. Let e¢m; be the set of
modules of ¢;. Then, (¢;,cm;) form a tuple that captures the COTS product
identifier and its set of modules. Let L. = [(¢1,cmq), (ca,cma), -+, (¢z, cmy)] be
the list that represents a set of x COTS products.
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Let there be y COTS products among the x available COTS products that
have some modules satisfying some of the functional requirements of the n CBS
modules.

Let each of these y COTS products be denoted by d;. Let dc; be a module of
d;, and let n; be a module of the CBS that is functionally satisfied by dc;. Let dm;
be a set of tuples (dc;, n;). Then, alist, Ly = [(d1,dm1), (d2, dms), - - -, (dy, dmy)],
can be constructed to keep the COTS candidates together with their set of mod-
ule pairs that satisfy the functional requirements of the CBS.

Since Lq is selected from L., card(elem(L.)) = x, and card(elem(Lq)) = v,
we have

1.z >y,

2. xtp(l,elem(L.)) 2 (xtp(1, elem(Ly)),

3. Ve, demy, dmy : (ciyemi) € elem(Le) A (¢;,dm;) € elem(Lg) = em; 2
xtp(1, dm;).

Let the CBS have v non-functional criteria. Among the y COTS products,
let there be z COTS products that satisfy the non-functional requirements of
the CBS.

Let each of these z COTS products be denoted by e;. Let ec; be a module
of e;, which satisfies the non-functional requirements, and let n; be a module
of the CBS, which is functionally satisfied by ec;. Let em; be the set of tuples
(eci,ny).

For functional requirements, if we express the statements of the require-
ments in conjunction normal form, each of the requirement clauses is then either
satisfied or unsatisfied. However non-functional requirements, unlike functional
requirements, can have partial or various degrees of satisfaction. For example,
the performance of COTS A may just meet the requirements and cost $A, while
COTS B gives a better performance than A and costs less than $A. Then, we can
say that the overall rating on the non-functional requirements for B is greater
than A. This assignment of the overall rating depends on a wide variety of factors
such as company policy, experience, costing and the specific CBS. Therefore, its
evaluation requires human judgement and it cannot be automated. Let p; be
the overall assessment rating of the non-functional requirements of the COTS
product e;. Then, a list, L. = [(e1, em1,p1), (€2,ema,p2), - , (e, em.,p,)], can
be constructed to keep the COTS products together with their set of modules
that satisfy both the functional and non-functional requirements of the CBS and
their overall rating on the non-functional requirements.

Since L, is constructed from Ly and card(elem(L.)) = z, we have

1. y> 2z,
2. xtp(l,elem(Ly)) 2 xtp(l,elem(Le)),
3. Ve;, demy, p; : (ei,emy, p;) € elem(Le) = (e;,em;) € elem(Ly).

Fig. [6 shows the relationship between the three types of COTS products (x
COTS, y COTS and z COTS) and the CBS.
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Fig. 6. CBS and related COTS

5.2 Domain-Based COTS-Product Selection
Using a Best-Fit Strategy

When selecting a COTS product using the DBCS method and the best-fit strat-
egy, the following five steps are involved.

Step 1: The modules that correspond to the CBS are identified from a domain

model.
The developers should be familiar with the system in question and also the
corresponding domain model. Then, it is easy for the developers to build the
mapping between the modules of the CBS and the corresponding domain
model.

Step 2: Identifiers of the COTS modules, which are mapped to the modules in
the domain model from Step 1, are found through the mappings between the
domain model and the COTS modules.

These COTS modules are claimed (by the vendor) to functionally satisfy
the modules of the domain model. Since the relation between an individual
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COTS module and a specific domain model is a one-to-one mapping, the
time required to search for the corresponding modules in the domain model
during this step is directly proportional to the number of modules of the
domain model.
If no mappings from COTS modules to a domain model are found, this means
that no COTS module is applicable to that domain. Hence, the selection
of COTS modules is finished with the result being no applicable COTS
modules.

Step 3: Information is collected on those COTS products that have modules
selected during step 2.
This step is used to identify the COTS products that are claimed to satisfy
the functional requirements. There is no need to retrieve information about
the COTS products during this step. Only the identifiers of the COTS prod-
ucts are required. This step is performed by consulting the mappings between
the domain model and the sources of the COTS products. These mappings
are provided by the vendors of the COTS products in advance, and they can
be stored in computer systems or obtained through the Internet. Hence, this
step is similar to retrieving information from databases.

Let the n modules in the domain model be denoted by (n1,ng, -+ ,n,). Let [;
denote the set of identifiers of the COTS modules that satisfy the functional-
ity required of module n;. Then, the list L,, = [(n1,11), (na,l2), -, (nn, 1))

denotes the list of modules in the domain model together with the set of
identifiers of the modules of the COTS products. In the example shown
in Fig. 5, there are three modules in the domain model, four COTS prod-
ucts available, and a total of six matching pairs of modules, so that L, =
[(n1,cl1,¢21), (n2,c22,¢31,c41), (n3,c42)]. The time required to construct
L,, can be seconds or minutes.

Step 4: The COTS products are vetted against the non-functional requirements
of the CBS.

This step involves constructing L), = [(dy,dmy), (da,dms), - , (dy, dm,)]
from L,. This includes two sub-steps: functional vetting and non-functional
vetting.

— Functional vetting involves constructing the list of pairs given by L] =
[(dy,ldmy), (dg, ldmy), - - -, (d}), Idm}))] from Ly, where d; is the i*" COTS
product and Idm; is the set of identifiers of the modules of the i** COTS
product that contains the functionally appropriate modules for the CBS.

— Non-functional vetting involves retrieving information about the COTS
modules to form the list L/, and checking that the non-functional re-
quirements are met. In the example shown in Fig. Bl

L, = [ (COTS1,(C11,n1)),
(COTS2, (C21,n1), (C22,12)),
(COTS3,(C31,n2)),

(COTS4, (C41,n2), (C42,n3))]

Step 5: The best COTS product is selected from the candidates that satisfy both
functional and non-functional requirements.
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5.3 Domain-Based COTS-Product Selection
Using a First-Fit Strategy

In applying the first-fit strategy, ideally, once we find a COTS product that fits
all of the functional and non-functional requirements, we can stop the selection
process. However, a suitable COTS product may not exist. If no COTS prod-
uct satisfies all of the functional and non-functional requirements, then the one
with the most modules that satisfy both the functional and the non-functional
requirements is chosen.

The steps of the first-fit strategy of the DBCS method (DBCS-FF) are as
follows:

0. Identify the corresponding modules of the CBS in the domain model.
1. while (there are unselected COTS products) or
(no appropriate COTS product has been found) {
Choose a COTS product;
if (not all n modules in the domain model have
mappings from this COTS product) {
4. Insert the COTS product into the working list
Ly = [(d1,dmy), -+, (dy, dmy,)];
} else {
Get information about the COTS products from the sources.
6. if (it satisfies the non-functional requirements) {
An appropriate COTS product has been found;
}
}

7.} // end while
8. if (no appropriate COTS product has been found) and
(Ly is not empty) {

W

ot

9. Sort the list L,, in descending order according to card(dm;).
10. while (there are COTS products in the sorted list) and

(no suitable COTS product has been found) {
11. Get the head of the sorted list;
12. Retrieve information on the COTS product from the source;
13. Check the non-functional requirements of the COTS product.
14. if (it satisfies the non-functional requirements) {

An appropriate COTS product has been found;
}
15. } // end while
16. } // end if

In using the DBCS-FF, since there are mappings between the COTS prod-
ucts and the domain model, all of the COTS modules that are functionally
appropriate for the CBS can be obtained directly through these mappings. The
DBCS-FF tries to find the first COTS product that functionally satisfies most
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of the modules of the CBS and also the non-functional requirements. The sec-
ond half of DBCS-FF is used to handle the situation when no COTS product
meets all of the functional requirements of the CBS, and the suitability of these
partially matched COTS products are then accessed.

6 Discussion

Section discusses the efficiency of DBCS while Section [6.2] substantiates the
performance study by a case study of an on-line margin-trading system.

6.1 Efficiency of the DBCS Method

In this section, we make several observations on the efficiency of the DBCS
method. In the set-up phase, the modules of the COTS products are first mapped
to domain models by the vendors. Since the vendors have full information about
the functionalities and features of the COTS products, it should be easy for
them to decide how the modules are to be used in different domain modules.
The mappings from the COTS modules to a domain model are reused each time
a CBS from that domain is to be developed. Moreover, the mappings between
the COTS modules and the domain modules help the vendors to market their
products because they can demonstrate easily how their COTS products can be
applied in an application domain.

Conceptually, the relation between a domain model and all of the COTS
products is one-to-many. Since the mappings are developed from the COTS-
product side to the domain-model side, it is still a one-to-one relation. Con-
sequently, the complexity in developing the mapping is reduced. Furthermore,
these mappings are reused in every CBS development. The mappings between
the COTS products and the domain models can be managed via computing
systems, and retrieving information about the COTS modules from the domain
models can be done automatically. Consequently, much effort can be saved by
using this approach.

In the selection phase, the first step is to identify the corresponding modules
in the domain model for a CBS. This step is simple because a domain module
has captured all of the features of the domain. The relation between a module of
a CBS and its domain module is one-to-one. It should be easy for the developer
of a CBS to identify the corresponding modules in the domain model.

Although the process of selecting the COTS products for these modules de-
pends on the number of mappings, it is still a single and simple step because
information on the COTS products can be collected through the defined map-
pings. Furthermore, if the mappings are well managed, after the modules of the
domain models are identified, the mappings between the COTS products and
the domain modules can be retrieved by automatic systems. This would be an
accurate and efficient method to identify those COTS products that satisfy the
functional requirements of a CBS. A weighting method based on the degree
of functional fitness can then be used to help select the most suitable COTS
product.
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The DBCS method is an efficient method, as the one-to-many relation be-
tween a CBS and all of the COTS products is reduced to two relations, namely,
a many-to-one relation between the COTS products and a domain model and
a one-to-one relation between a domain model and a CBS. The latter relation
is a simple relation and is handled easily. Although the former relation is com-
plex to deal with, the vendors who possess all of the necessary information are
able to easily solve this problem. We have reported the quantitative proof that
the DBCS method is a more efficient method than a direct assessment method
in [10].

6.2 A Case Study

We have applied the DBCS method to the development of an on-line margin-
trading system and we have obtained encouraging results [I1]. We have suc-
cessfully developed a prototype margin-trading system for a large and leading
bank in Hong Kong with the use of COTS products. The margin-trading sys-
tem deals mainly with the margin trades between trading parties. It is one of
the core activities in the banking and financial industry. Due to confidentiality
requirements, we cannot release the functional details of this system.

In applying the DBCS method, the first requirement is the availability of
a domain model for the specific application. Since an industrial-scale margin-
trading domain model was not available for our research, our first step was to
create such a domain model. This domain model was built by an experienced
developer who had been working on a margin-trading system in a leading bank
for several years. He was familiar with the business, the main activities, the
detailed operations and the general architecture of a margin-trading system.

The construction of the domain model of margin-trading comprises three
steps:

1. Gather domain knowledge
2. Perform domain analysis
3. Consolidate various domain models

The domain model was built using object-oriented technology and expressed
in OMT (Object Modeling Technique).

In this study, we focused on the main function of the margin-trading system,
namely, providing a trading environment for a dealer to perform a margin trade
with various trading parties. It was decided to use COTS for two modules of the
margin-trading system:

1. data security module
2. currency handling module

Fig. [7 shows the class diagram of the margin-trading system. Fig. [§ gives
an example object diagram, showing a dealer starting a trading. Sample screen
outputs are shown in Figures [ and
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Fig. 9. Margin transaction screen at the trading site
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Fig. 10. Margin enquiry screen at the trading site

Before applying the DBCS to identify the best COTS available, we need to
have a list of suitable COTS provided by the vendors, with the proper mapping
to the domain model. As there was no such mapping available, we developed
the mapping by ourselves. The non-functional criteria for the system included
interoperability, performance, and ease of use.

We then mapped the modules of two COTS products to the modules of the
margin-trading domain model. Afterwards, we asked the software developers to
identify the COTS modules by following the steps of the DBCS method using
both best-fit and first-fit strategies on the two modules.

When implementing the on-line margin-trading system in our case study, we
collected data on the effort required for various activities. The data is shown in
Table 2]

The values of the variables indicating the time required in various steps of
our selection method are consistent with our assumptions about the expected
scale of these variables.
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Table 2. Values for Time Variables

COTS products from the sources

Time Scale Effort/module
Average time for searching for a COTS prod-| Hours to Days 41 hours

uct

Average time for vetting the functional ap-| Hours to Days 5 hours
propriateness of a module of a COTS prod-

uct

Average time for assessing the non-functional| Hours to Days 10 hours
appropriateness of a module of a COTS prod-

uct

Time required for getting information on the Minutes 30 minutes

Average time required for identifying the
modules, which are claimed to be functionally
appropriate for a module of the CBS through
the mappings between the COTS products
and the domain model

Seconds to Minutes

30 minutes

Average time for identifying a module from a
domain model

Minutes

30 minutes

Average time required for checking whether
there is a mapping between a module of the
COTS and the domain model

Seconds to Minutes

10 minutes

Our experience in developing the margin-trading system generated the fol-

lowing observations:

1. The DBCS method can reduce the complexity and improve efficiency in

COTS selection. It breaks down the complicated many-to-many relationship
between COTS products and system requirements into a one-to-one relation
and a one-to-many relation.

. The functional interfaces of the two COTS products used in our development
did not fully match our system requirement. Software wrappers were needed
to mask the mismatched interfaces. Fortunately, the effort in developing the
wrappers was minimal compared to the estimated effort for developing the
functionalities provided by the COTS products. We estimated that we saved
two person-weeks of development time by using the two COTS products,
compared to developing everything from anew.

This experiment indirectly shows that the DBCS method is better than a

direct assessment method in terms of its efficiency.

Our case study also indicates that it is difficult to compare the performance

of the best-fit strategy with the first-fit strategy because the performance of the
latter depends on factors that cannot be fully controlled, as follows:

1. The position of the first acceptable COTS product in the sequence of COTS

candidates. For example, if an acceptable COTS product happens to be the
first one to be analyzed, then the first-fit strategy will succeed immediately.
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2. The number of acceptable COTS products in the set of COTS candidates.
If there are L acceptable COTS products in the set of N COTS candidates,
then the average number of COTS products that is required to be analyzed
by the first-fit strategy is L/N. The best-fit strategy will always analyze all
of the N COTS products.

7 Conclusions

In this chapter, we have classified the methods for selecting COTS products
into three classes: intuition, direct assessment and indirect methods. Most of the
existing methods are based on selecting COTS products either by intuition or
direct assessment. The former approach has the weakness of being subjective
and it may omit good quality COTS candidates. The efficiency of the latter
approach is inversely proportional to the product of the number of modules of
the CBS in question and the total number of modules in the available COTS
products. This can lead to a large selection effort that may offset the advantages
of using the COTS products in the development.

We have developed a new indirect assessment method called the domain-
based COTS-product selection method. We have applied the DBCS method
to the development of a margin-trading system. The DBCS method reduces
the complexity and improves the efficiency of COTS product selection. This is
because the DBCS method takes advantage of the detailed view of the relations
between the available COTS products and the CBS. Furthermore, the relations
between the COTS products and the domain model are reused every time a CBS
from the domain is to be developed. This helps to reduce the effort of selecting
a COTS product for a CBS.
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Abstract. COTS-Based Systems (CBS) development is a process of
building systems from pre-fabricated Commercial-Off-The Shelf (COTS)
software components. CBS success depends on successful evaluation and
selection of software components to fit customer requirements. Selecting
COTS software components to fit requirements is still a problem be-
cause of a number of problems including lack of a well-defined process,
the “black box” nature of COTS components and the rapid changes in
marketplace. This chapter reviews some existing frameworks that sup-
port COTS software selection and demonstrate that these frameworks
do not adequately address the non-technical issues. The chapter then
presents a social-technical approach for COTS software selection, how
it deals with non-technical issues, its application in an organization and
lessons learnt

1 Introduction

Modern software systems are becoming difficult and expensive to develop and
organizations are turning to Commercial-Off-Shelf (COTS) software packaged
solutions. COTS software package approach can potentially be used to reduce
software development and maintenance costs, as well as reducing software de-
velopment time by bring the system to the markets as early as possible. For
example, most organizations spend too much effort defining to the lowest level
of detail of the desired characteristics of the systems and how the contractor are
to build the system when a COTS products already exist with nearly the same
capabilities.

According to Oberndorf [27] the term “COTS” is meant to refer to things
that one can buy, ready-made, from some manufacturer’s virtual store shelf
(e.g., through a catalogue or from a price list). It carries with it a sense of
getting, at a reasonable cost, something that already does the job. The scenario
of developing unique system components is replaced by the promise of fast,
efficient acquisition of cheap (or at least cheaper) component implementations.
Examples of COTS products include Geographic Information Systems (GIS),
Graphical User Interface (GUI) builders, office automation, email and messaging
systems, databases and operating systems.

A. Cechich et al. (Eds.): Component-Based Software Quality, LNCS 2693, pp. 64-[54] 2003.
© Springer-Verlag Berlin Heidelberg 2003
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There are two distinct ways to use COTS software. In one, a single complete
working COTS software system that satisfies most of the user requirements is
purchased and used as platform upon which to build a system [10]. For example
a database management system can be purchased and used to build a payroll
system. The second model is one which involves purchasing a number of COTS
software components (usually without the source code) each satisfying some
part of the requirements of the system and integrating these components into
the required system [35]. The second model is important because many systems
need functions in multiple orthogonal sub-domains, each of which tends to be
addressed by a different COTS software package [10].

However, successful selection of COTS software to fit requirements is still
problematic for a number of reasons. These include the lack of a well-defined
process, the “black box” nature of COTS components, misuse of data consoli-
dation method and rapid changes in market place. Kontio [19] points out that
most organizations are under pressure to perform and therefore do not use a well-
defined repeatable process. This makes planning difficult, appropriate evaluation
methods and tools are not used, lessons from previous cases are not learnt and
the evaluation process efficiency reduced. Another problem with COTS software
selection is lack of inclusion of the “soft” issues or non-technical factors such
as costs, organizational issues, vendor capability and reputation [29]. In order
to address these problems a social technical framework for COTS evaluation
(STACE) has been developed [20] and will be discussed in chapter.

2 Background

COTS software selection, also known as component qualification, is a process
of determining “fitness for use” of previously-developed components that are
being applied in a new system context [13]. Component qualification is also a
process for selecting components when a marketplace of competing products
exists. Qualification of a component can also extend to include qualification of
the development process used to create and maintain it (for example, ensuring
algorithms have been validated, and that rigorous code inspection has taken
place) [7]. This is most obvious in safety-critical applications, but can also reduce
some of the attraction of using pre-existing components.

There are three major strategies to COTS evaluation: progressive filtering,
keystone identification and puzzle assembly [28]. Progressive filtering is a strat-
egy whereby a component is selected from a larger set of potential components.
This strategy starts with a large number of candidates set of components, pro-
gressively more discriminating evaluation mechanisms are applied in order to
eliminate less “fit” components [22]. In keystone selection strategy, a keystone
characteristic such as vendor or type of technology is selected first before select-
ing the COTS products [39]. Often, interoperability with the keystone becomes
an overriding concern, effectively eliminating a large number of other products
from consideration. The puzzle assembly model begins with the premise that a
valid COTS solution will require fitting the various components of the system
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together as a puzzle and applies an evolutionary prototyping technique to build
versions that are progressively closer to the final system [28].

2.1 COTS Software Evaluation Process

A number of researchers and organizations have proposed process models for
evaluating COTS software (for example, [17,30]). However, most authors par-
tition it into the following phases: requirements engineering; evaluation crite-
ria definition, identification of candidate COTS products and assessment [8,19].
These phases are briefly discussed below (see Fig.1).

Systetns Component qualification
Eemquirement [~

& Criteria

Definition W

Compohent

Identificaticn \\
/ \
Component Selected COTE
COTas Evaluation ! softwrare
Products sclution

Fig.1. COTS Software Evaluation Process

Requirements engineering covers all of the activities involved in determining
requirements which will assist in establishing a basis for evaluating and select-
ing appropriate COTS software candidates. Tran, Liu and Hummel [35] argue
that the requirements should be broken down and organized into collections of
domain-specific requirements. This is important to support the early identifica-
tion of candidate COTS products for evaluation as well as early identification
of subsystems that cannot be supported by COTS products. In order to realize
the benefits of COTS software, Vigder, Gentleman and Dean [37] suggest that
a procurement process must be in place that defines requirements according to
what is available in the marketplace. This is contrarily to the traditionally pro-
curement process, which identifies strict requirements which either excludes the
use of COTS components, or requires large modifications to COTS packages in
order to satisfy the requirements. However, it is important that requirements are
not defined so specifically that only one particular COTS product is suitable.

Defining the evaluation criteria. The criteria definition process essentially de-
composes the high-level requirements for the COTS software into a hierarchical
criteria set and each branch in this hierarchy ends in an evaluation attribute [19].
The criteria is specific to each COTS evaluation case but should include compo-
nent functionality (what services are provided), other aspects of a component’s
interface, business concerns such as cost and quality aspects (e.g., reliability,
portability, and usability) [8,17,35].
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Identification of candidate components (alternatives). The identification of can-
didate components also known as alternative identification involves the search
and screening for COTS candidate components that should be included for as-
sessment in the evaluation phase [8,30]. Many authors highlight a number of
techniques for identifying candidate COTS software including Internet search,
market surveys, attending computer fairs and shows, invitation to tender (ITT)
or request for proposals (RFP), vendor promotions and publications [19,31,35].

Assigning measure of merit to alternatives (evaluation phase). In the evaluation
phase, the properties of the candidate components are identified and assessed
according to the evaluation criteria [19,31]. Evaluation includes the acquisition
of the products to be evaluated, developing evaluation plans, installing them,
learning to use them, studying their features and assessing them against the
criteria [35]. The methods and techniques for evaluation are discussed in the
next section.

2.2 Methods and Techniques for Evaluation

Once the criteria are defined, the screened candidate products can be examined
to observe to what extent they exhibit these or other useful attributes. The
following are some of the techniques used to evaluate COTS software component:

— Paper evaluation. This is the process of evaluating the COTS products based
on supplier data in sales brochure, technical documents, telephone conver-
sations, web site information [22]. However, Beus-Dukic and Wellings [3]
suggests that vendors claims must be viewed sceptically, therefore this tech-
nique must be used in combination other evaluation techniques.

— Market survey. A market survey can be made using questionnaires and inter-
views with vendors, trade shows, user community to compile quantitative and
qualitative data about the product and vendors. Finkelstein, Spanoudakis
and Ryan [12] point out that in certain circumstances, especially if the pack-
age to be bought is expensive, a request for proposal (RFP) can be issued,
which enable the vendors to describe their packages in a uniform manner.

— FExperimentation. This is a rigorous test of the product to assess its com-
pliance with the defined criteria. The experimentation process includes the
acquisition and installation of the product, design of the appropriate pro-
totype and test plan, evaluation of product and generation of report [35].
Carney and Wallnau [8] stress the importance of conducting experimenta-
tion within the operating environment (context) in which the product will be
used. Maiden and Ncube [22] recommend the use of software prototypes to
assist in generating test cases for product evaluation. This especially impor-
tant where the evaluator do not have prior knowledge about the candidate
products or prior extensive experience generating test cases.

— Pilot study. A pilot study is an extended version of experimentation in which
“real” data from the organization is used in the evaluation. Brown and Wall-
nau [6] argue that it is important to demonstrate the product or technol-
ogy’s feasibility with a pilot project. Sledge and Carney [34] points out that



68

3

Douglas Kunda

because the potential for misinterpretation and misunderstanding when pre-
senting or discussing a commercial product is great, hands-on evaluation of
COTS products is mandatory and pilot programs are a useful way to do this.
Vendor analysis. Hokey [15] points out that the vendor must be evaluated
in terms of user services (installation assistance, training services and war-
ranty) and vendor characteristics (vendor reputation and vendor stability).
Checking vendor discontinuities, such as focus shifts and change of auditor,
would help in this process. Haines et al. [13] and McDermid [23] argue that
for safety-critical systems it is important to audit the development process
that was used to develop the software including the tests carried out, con-
formance to standards, etc.

Problems with COTS Software Selection

The success of COTS-based software systems depends on successful evaluation
and selection of COTS software components to fit customer requirements [22].
Successful selection of COTS software to fit requirements is still a problem be-
cause of a number of reasons. These include the following:

— Lack of well-defined process. Most organizations are under pressure to per-

form and therefore do not use a well-defined repeatable process [19]. The
evaluators may not have the time or experience to plan the selection process
in detail and therefore, they may not use the most appropriate methods in
the selection process [19]. The resulting urgency means that evaluation deci-
sions become pressured and a difficult decision becomes even more risky [29].
Furthermore, when the selection process is not defined, it is reinvented each
time, it is performed inconsistently and learning from previous cases is dif-
ficult [19].

“Black box” nature of COTS components. Lack of access to the COTS in-
ternals makes it difficult to understand COTS components and therefore
evaluation is harder [37]. Sometimes even the supporting documentation for
these components is incomplete or wrong. The design assumptions of the
component are unknown; there is no source code when it needs debugging;
and testing will be necessarily incomplete, since testing is only done for those
functional capabilities that the customer care about [8].

Rapid changes in the market place. The component user has little or no
control over COTS product evolution [36]. Frequent releases of COTS com-
ponents and rapid changes in the market place makes evaluation difficult [8].
For example, a new release of the COTS component may have a feature that
is not available in the component that is currently being evaluated.

Misuse of data consolidation method. A common approach to consolidating
evaluation results is to use some kind of weighted sum method (WSM) [25].
However, the WSM has been criticized because assigning weights for the
criteria sometimes can be inconsistent and lead to confusion about which is
the most essential customer requirements [22].
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However, the major problem with COTS software evaluation is that evalua-
tors tend to focus on technical capabilities at the expense of the non-technical
or “soft” factors such as the human and business issues [9,29]. Oberndorf et al.
[28] highlight the usefulness defining the criteria to include such issues as ven-
dor’s time in business, responsiveness to customers and willingness to support
their product. Therefore, the evaluation criteria must incorporate both technical
attributes and non-technical issues such as business issues and vendor capability
variables.

4 COTS Software Evaluation
and Multi-attribute Decision Making

Carney and Wallnau [8] argue the COTS software selection is a form of decision
making. Kontio [19], Maiden and Ncube [22] support this view and further point
out that it is a Multiple Attribute Decision-Making (MADM) process. MADM
refers to making preference decisions (for example evaluation, prioritization, se-
lection) over the available alternatives that are characterized by multiple, usu-
ally conflicting attributes [41]. The goal of MADM is (a) to help the decision
maker choose the best action or alternative of those studied (a choice or selection
procedure), (b) to help sort out alternatives that seem “good” among a set of
alternatives studied (a sorting or segmentation procedure), and/or (c) to help
rank the alternatives in decreasing order of preference (an ordering or ranking
procedure) [24]. According to Yoon [41], MADM share the following character-
istics:

— Alternatives: A finite number of alternatives, from several to thousands, are

screened, prioritized, selected and/ or ranked.

Multiple attributes: Each problem has multiple attributes or goals or criteria.

For each problem setting relevant attributes are generated, for example, to

purchase a car you may have price, gas mileage, safety and warranty period.

Incommensurable Units: Each attribute has different units of measurement.

— Attribute Weights: Almost all MADM methods require information regard-
ing the relative importance of each attribute, which is usually supplied in an
ordinal or cardinal scale.

— Decision matriz: A MADM problem can be concisely expressed in a matrix
format, where columns indicate attributes considered in a given problem and
rows list competing alternatives.

A number of MADM techniques have been applied in software selection, the
most common are weighted sum or scoring method [40], analytical hierarchy
method [15,19,22] and outranking method [1,25].

4.1 Weighted Sum Method

The Weighed Sum Method (WSM) or scoring method is one of the simplest and
probably the most popular technique for solving multi-attribute decision prob-
lems [24]. The WSM is based on the multiple attribute utility theory with the
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following axiom: any decision-maker attempts unconsciously (or implicitly) to
maximize some function by aggregating all the different points of view which
are taken into account [38]. A score in this method is obtained by adding con-
tributions from each alternative and since two items with different measurement
units cannot be added, a common numerical scaling system such as normaliza-
tion is required to permit addition among attributes values [41]. The total score
for each alternative then can be computed by multiplying the comparable rating
for each attribute by the importance weight assigned to the attribute and then
summing these products over all the attributes.

The main advantage of the WSM is its ease of use and helping the decision-
maker to structure and analyze the decision problem [24]. However, Mollaghasemi
and Pet-Edwards [24] criticize the WSM arguing that this method tends to in-
volve ad hoc procedures with little theoretical foundation to support it. This can
lead to confusion about the most essential customer requirements [22] and make
worst products on important attributes have the highest aggregated scores [25].
Another weakness is that it is difficult to define a set of criteria and their weights
as advocated in the WSM so that they are either independent of each other or
if they overlap, their weights are adjusted to compensate for overlapping ar-
eas [19]. This suggests that WSM might not be suitable for aggregating COTS
software evaluation attribute data because most COTS software attributes are
not independent of each other.

4.2 Outranking Method

Outranking methods are a class of multi-criteria decision-making techniques that
provide an ordinal ranking (and sometimes partial ordering) of the alterna-
tives [24]. It has been successfully applied to COTS software evaluation and
selection [1,25]. Roy [32] developed the outranking approach and a family of
evaluation methods collectively known as ELECTRE methods that are founded
on the outranking relations. Yoon [41] points out that ELECTRE methods di-
chotomizes preferred alternatives and non-preferred ones by establishing out-
ranking relationships. An outranking relationship (A outranks B) states that
even though two alternatives A and B do not dominate each other, it is realistic
to accept the risk of regarding A as almost surely better than B [41].

The advantage of this approach is the ability to consider both objective and
subjective criteria and the least amount of information required from the deci-
sion maker [24]. Morisio and Tsoukias [25] suggest that outranking methods are
appropriate when the measurement scales of criteria are of an ordinal and when
it is not possible to establish trade-offs between criteria. Mollaghasemi and Pet-
Edwards [24] point out that, although it can be expressed that alternative A is
preferred to alternative B in the outranking method, it does not indicate by how
much, for example with ELECTRE I a complete ranking of the alternatives may
not be achieved. Therefore, this method is not appropriate for COTS software
selection involving tenders that require explaining to the unsuccessful bidders
why their bid was unsuccessful and how they were ranked.
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4.3 Analytical Hierarchy Process (AHP)

AHP was developed by [33] for multiple criteria decision making and has three
basic functions: (1) structuring complexity, (2) measuring on a ratio scale, and
(3) synthesizing. AHP has been successfully applied in software and computer
selection [42,19,22]. AHP enables decision-makers to structure a multi-criteria
decision making problem into a hierarchy [41]. A hierarchy has at least three
levels; the overall goal of the problem at the top, multiple criteria that define
alternatives in the middle and competing alternatives at the bottom.

AHP technique is based on pair-wise comparison between the alternatives.
The result of this pair-wise comparison is converted to a normalized ranking
by calculating the eigenvector from the comparison matrix’s largest eigenvalue.
Section 1.5.3 provides a worked example of the use of AHP. The advantage of
the AHP technique is that it provides a systematic approach for consolidat-
ing information about alternatives using multiple-criteria [19]. The availability
of several software packages to support the AHP has made it a popular tech-
nique [24]. AHP also provides a means for measuring the consistency of the
decision-maker’s judgements, that is, to check the quality of the results in the
comparison matrix [24,42].

AHP has been criticized regarding the rank reversal: the reversal of the
preference order of alternatives when new options are introduced in the prob-
lem [11,24]. Furthermore, that the use of a 1 to 9 measurement scale is inappro-
priate because of the ambiguity in the meaning of the relative importance of one
factor when compared to another. However, Harker and Vargas [14] argue that
rank reversal occurs in AHP because ranking of alternatives depends on the al-
ternatives considered, hence, adding or deleting alternatives can lead to changes
in the final rank and this is consistent with rational behavior. Furthermore, since
AHP facilitates group decision-making it would be suitable for COTS software
selection process that emphasizes participation. In addition, AHP would be ap-
propriate for aggregating COTS software evaluation attribute data comprising
technical and non-technical issues because it incorporates both quantitative and
qualitative data into the decision making process.

5 Social Technical Approach
to COTS Software Evaluation (STACE)

A number of frameworks for evaluating and selecting COTS software components
have been proposed in literature. Useful work includes Delta technology frame-
work that help evaluate new software technology [7] and PORE, a template based
method to support requirements acquisition for COTS product selection [22]. Al-
though the Delta technology framework is useful for evaluating new technology it
does not address the political and economic factors that often separate a winning
technology from other contenders. The weakness of PORE method is that it is
labor-intensive and vulnerable to the neglect of social issues. Another technique
the OTSO [19] addresses the complexity of component selection and provides
a decision framework that supports multi-variable component selection analysis
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but neglects the non-technical issues or “soft” factors. Other approaches, such
as the Software System Evaluation Framework (SSEF) [4] focuses on assessing
the software product, process and their impact on the organization but it does
not provide guidance on how to define the evaluation criteria. The following
presents a summary of characteristics, strengths and weaknesses of each of these
frameworks.

SSEF —

Characteristics

It proposes a top-down approach that identifies the important ele-
ments that a software system must include to foster high-level un-
derstanding.

Uses knowledge world’s concepts (i.e., usage world, development
world and system world).

Multiple viewpoints approach to evaluation (user satisfaction and
economic returns).

Defines the elements (dimensions, factors, and categories) clearly
to facilitate evaluation and reduce the evaluators’ conflicting view-
points.

It is organized along three dimensions corresponding to the software’s
producers, operators, and users.

— Strengths

It provides a baseline for establishing metrics programs in organiza-
tion [4].

It offers a broad system snapshot by considering a number of different
perspectives (end users, developers, and operators) [7].

A top-down approach has the advantage of flexibility, permitting
extensions by following a predefined pattern [4].

— Weaknesses

It is not specific to COTS selection and the issues of how to define
the evaluation criteria are not addressed [19).

It gives little detailed insight into the strengths and weaknesses of a
technology in comparison with its peers [7].

OTSO — Characteristics

Provides explicit definitions of tasks in the selection process, includ-
ing entry and exit criteria [19];

Advocates incremental, hierarchical and detailed definition of evalu-
ation criteria;

Provides a model for comparing the costs and value associated with
each alternative, making them comparable with each other;

Uses appropriate decision-making methods to analyze and summa-
rize evaluation results.

— Strengths

It addresses the complexity of COTS software evaluation [7].

The systematic repeatable process can promote learning through ex-
perience and improve the COTS selection process [19].

The use of the AHP provides evaluation consistency and provides
structured information.
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— Weaknesses

e AHP is only appropriate when there are few comparisons and when
all criteria are independent [22]
e Neglect of non-technical issues or “soft” factors [29].

Delta — Characteristics

e Evaluate a new software technology by examining its features in
relation to its peers and competitors

e [t is a systematic approach that includes modelling and experiments.

e That technology evaluation depends on understanding technology
“delta” descriptions of how a new technology’s features differ from
other technologies.

e Evaluates how these “delta” differences address the needs of specific
usage contexts.

— Strengths

e It provides techniques for evaluating the product underlying tech-
nology.

e It can also facilitates individual product evaluations that concentrate
on their distinguishing characteristics in relation to their technology
precursors and product peers [6].

— Weaknesses

e [t focuses on technology evaluation and neglect product and vendor
evaluation

e It does not address the political and economic factors that often
separate a winning technology from other contenders.

PORE — Characteristics

e [t integrates existing requirements engineering methods and other
techniques such as feature analysis and multi-criteria decision-
making.

e It is template-based (templates provide guidelines for conducting
evaluation).

e [t advocates for a parallel and an iterative requirements acquisition
and product selection/rejection.

— Strengths

e It provides guidance to model requirements for COTS software se-
lection

e The parallel requirements acquisition and COTS software selection
means requirements acquisition informs COTS software selection and
vice versa.

— Weaknesses

e Use of traditional approaches make it vulnerable to neglect of social
issues
e [t is labor-intensive.
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STACE — Characteristics

e It supports a systematic approach to COTS evaluation and selection

e It proposes a keystone evaluation strategy in which the underlying
technology is selected before selecting the COTS products.

e It uses social-technical techniques (i.e., social-technical criteria and
participation) to improve the COTS software selection process.

e It uses multi-criteria decision-making techniques (i.e. AHP) to con-
solidate evaluation attribute data.

— Strengths

e It addresses the non-technical issues through use of social-technical
techniques.

e [t supports evaluation of both COTS products and the underlying
technology.

e It provides for reuse of lessons learnt from previous evaluation cases.

e Use of the AHP promotes consensus, transparency and consistency
checking.

— Weaknesses

e It increases the cost of the evaluation process because of inclusion of
non-technical issues and user participation.

e Some aspects of AHP having subjective bias.

e Some users/ stakeholders may not make an effective contribution.

In general what is missing in these frameworks is how to address the “soft”
issues or the non-technical factors, such as costs, organizational issues, vendor
capability and reputation. Therefore, STACE was developed to facilitate a sys-
tematic requirements-driven COTS software selection and address this prob-
lem using social-technical techniques. Furthermore, STACE supports the eval-
uation of both COTS products and the underlying technology while the other
frameworks emphasize product or technology evaluation. Another advantage of
STACE is that it provides for reuse of lessons learnt from previous evaluation
cases by maintaining a database of evaluation results.

5.1 Objective and Principles of STACE

The STACE framework has been developed through literature survey and case
studies [20]. STACE is based on a number of important principles:

— Support for a systematic approach to COTS evaluation and selection. Most
organizations select their COTS components in an ad-hoc manner. There is
a need, for example, to reuse lessons learnt from previous evaluation cases
by maintaining a database of evaluation results.

— Support for evaluation of both COTS products and the underlying technol-
ogy. Most COTS evaluation frameworks emphasize either COTS products
evaluation or technology evaluation. This method proposes using keystone
evaluation strategy in which the underlying technology is selected before
selecting the COTS products.
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Fig. 2. STACE Framework

— Use of social-technical techniques to improve the COTS software selection
process. This has been greatly influenced by the social-technical school and
work by [26]. STACE recommends the use of a social-technical evaluation cri-
teria and customer participation in the COTS selection process. User partic-
ipation is regarded as an effective strategy as a means of improving software
design outcomes and as a means of incorporating human and organizational
aspects such as the design of jobs, work processes and usability [5,2].

— Use of multi-criteria decision-making techniques to consolidate evaluation
attribute data. The STACE proposes the use of Analytic Hierarchy Process
(AHP) as developed by Saaty [33] and successfully used in software selec-
tion [19,42].

5.2 STACE Method

The STACE method (see Fig. 2) comprises four interrelated processes: 1) re-
quirements definition; 2) social-technical criteria definition; 3) alternatives iden-
tification; and 4) evaluation or assessment.

In the requirements definition process, the high-level customer and systems
requirements are discovered through consultation with stakeholders, from system
documents, domain knowledge and market studies. The traditional requirements
engineering methods emphasize the technical issues while neglecting the equally
important social issues [18]. Therefore, the STACE framework recommends the
use of the social-technical approach to systems development. Customer partici-
pation is one of the strategies used in social-technical approaches to incorporate



76 Douglas Kunda

the social issues in the development of the system. The STACE framework rec-
ommends the use of Joint Application Development (JAD) sessions and review
meetings with top management to elicit and validate requirements from stake-
holders. The use of JAD or stakeholder workshops is an important strategy that
operationalizes customer participation.

In the social-technical criteria definition process, the high-level requirements
from the requirements definition phase are decomposed into a hierarchical crite-
ria set and each branch in this hierarchy ends in an evaluation attribute [19]. The
STACE framework uses a decomposition approach that is based on social techni-
cal analysis and the AHP criteria decomposition method. The STACE framework
recommends decomposition of the high level requirements into a hierarchy of
social-technical criteria comprising functionality characteristics, technology fac-
tors, product quality characteristics, and social-economic factors. Socio-economic
factors are non-technical factors that should be included in the evaluation and
selection of COT'S components such as costs, business issues, vendor performance
and reliability.

The objective of the alternatives identification process is to identify COTS
components that meet the high level requirements, so that they can be con-
sidered for a more rigorous evaluation. In the STACE framework, this phase
begins with identifying the domains relevant to the problem and understand-
ing the types of packages available in those domains. The STACE framework
recommends a number of techniques and tools for identifying candidate COTS
products. These include networking, mailing list and user community, Inter-
net search, market surveys, invitation to tender (ITT) or request for proposals
(RFP), vendor promotions and publications.

The evaluation or assessment phase involves contacting vendor technical sup-
port for evaluation information, reviewing vendor documentation and product
testing for quality and functionality. It also includes evaluating COTS perfor-
mance, interfaces and ease of integration, comparing short-term and long-term
licensing costs against integration costs. STACE recommends the keystone se-
lection strategy with the technology as the keystone issue. The separation of
COTS underlying technology from COTS products during evaluation allows fair
comparisons between products.

The STACE framework also recommends separating the data collection and
data analysis of the evaluation. Kontio [19] argues that the advantage of separat-
ing the data collection from analysis is to allow the use of appropriate decision
making techniques in the data analysis stage. There are a number of data collec-
tion techniques such as examining the products and vendor supplied documen-
tation, vendor analysis, viewing demonstration and interviewing demonstrators,
executing test cases and applying the products in pilot projects. STACE pro-
poses selecting appropriate techniques depending on resources and experience.
STACE framework recommends the use of the AHP to consolidate evaluation
data because of a number of advantages discussed in section 1.4.3.
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Table 1. Social-technical criteria for GIS software selection

FUNCTIONALITY QUALITY ATTRIBUTES
Data Capture (digitize) Interoperability

Data Integration Efficiency/Resource utilization
Projection and registration. Usability

Data restructuring

NON-TECHNICAL FACTORS

Data and topological modelling

Vendor reputation

Information retrieval

User experience

Map overlays

Local support

Data Output

COSTS ISSUES

Internet support

Product cost

7

ODBC support

5.3 Application of STACE Method

The STACE method was used by a public organization mandated to protect the
environment and control pollution. The organization was established in 1992
with an annual budget of about $1million and employs over sixty persons, seven
of which are in the IT department. The main application of IT in this orga-
nization is Geographic Information Systems (GIS). The organization was using
standalone ArcInfo 4.2D and ArcView software while some of the users were
trained in Idrisi. The organization installed a Local Area Network (LAN) and
STACE method was used to select new GIS software in a multi-user LAN envi-
ronment.

The workbook to operationalize the STACE framework was developed and
used to guide the organization in evaluating and selecting COTS software. The
workbook explicitly describes each stage of the STACE framework. The organi-
zation was invited to attend a workshop at which the STACE framework and
workbook were presented and discussed.

STACE Process in Selecting a GIS Software. The following are the step by
step description of the procedures used to evaluate and select the GIS software.

Step 1: Requirements definition. The sponsor and stakeholders from the organiza-
tion were identified. It was agreed with the sponsor regarding the composition of
the evaluation team and the resources required for the evaluation work. The high
level user requirements were elicited from system documents, domain knowledge,
and interviews with stakeholders.

Step 2: Social-technical criteria definition. The high level requirements were de-
composed in social technical criteria. According to the STACE method the social-
technical criteria include: 1) technology factors, 2) functionality characteristics,
3) product quality characteristics, and 4) social-economic factors. The technology
criteria was not used in the hierarchy priority because technology was adopted
as the keystone and therefore all the software to be selected must be compat-
ible with the keystone in this case Windows 2000. The social-economic factors
were divided into non-technical issues and cost issues because of the importance
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Table 2. Relative importance of criteria

Functionality| Quality | Non- |Costs| Relative
attributes |attributes|technical|issues|importance
Functionality attributes 1 3 4 5 0.550
Quality attributes 1/3 1 2 2 0.214
Non-technical 1/4 1/2 1 2 0.142
Costs issues 1/5 1/2 1/2 1 0.094
Total 1.000

Overall Select the "best" GIS

Cloal: software product
Criteria & Functionality Chialitsy Costissues N otr-techti cal
ranking:

) ArcV iew ArcView ArcView ArcView
Tdentified Waplnfo M aplnfo Maplnfo Waplnfo
Froducts: Arclofo Ardrfo Arclnfo Arclnfo

[irisi Idrisi Tdrisi Idrisi

Fig. 3. Hierarchy of Criteria and GIS Products

separating cost issues from other attributes. The outcome of this process is the
social-technical criteria presented in table 1.

Step 3: Using AHP to determine the relative importance of the criteria. Using
pairwise comparisons, the relative importance of one criterion over another was
computed. A total number of six pairwise comparisons were made to calculate
the AHP’s eigen vector values and these are shown in Table 2. The result in
Table 2 shows that the functionality attributes is the most preferred criterion
and cost issues is the least preferred criterion. Pairwise comparisons were also
computed for the sub criteria to determine the relative importance of the sub
criteria relative to the criteria. These are presented later in the chapter.

Step 4: Identify candidate software (vendors). The search for candidate products
was conducted using the GIS user community; Internet search; vendor publica-
tions and sales promotions. The identified products were screened to reduce them
to ArcView, MapInfo, ArcInfo and Idrisi (see Fig. 3). The basis of screening was
the technology criteria and user experience with the products. It was required
that the product must run on Windows 2000 and at least one user from within
the organization must be familiar with the product.

Step 5: FEvaluation and priority ranking of the candidate product. Evaluation
copies of the candidate software were obtained. The evaluation involved con-
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Table 3. Priority ranking of candidate product

Relative |ArcView|MaplInfo|ArcInfo|Idrisi
importance
Functionality
Data Capture 0.100 0.038 0.060 0.712 |0.190
Integrate 0.100 0.222 0.057 0.681 |0.040
Projection and registration. 0.100 0.109 0.042 0.666 |0.182
Data restructuring 0.100 0.050 0.081 0.510 [0.359
Data and topological modelling|  0.100 0.050 0.081 0.510 |0.359
Powerful information retrieval 0.100 0.597 0.251 0.061 | 0.090
Map overlays 0.100 0.034 0.063 0.684 |0.219
Data Output 0.100 0.089 0.029 0.607 [0.275
Internet 0.100 0.715 0.176 0.046 |0.062
ODBC 0.100 0.090 0.295 0.567 |0.048
Quality attributes
Interoperability 0.540 0.169 0.451 0.261 |0.119
Efficiency/Resource utilization 0.163 0.123 0.346 0.358 [0.173
Usability 0.297 0.487 0.311 0.084 |0.118
Non-technical factors
Vendor reputation 0.250 0.286 0.286 0.286 |0.143
User experience 0.500 0.472 0.108 0.256 |0.164
Local support 0.250 0.372 0.150 0.372 | 0.106
Costs issues
Product Cost 1.000 0.174 0.104 0.098 |0.625

tacting vendor technical support for evaluation information, review of vendor
documentation and experimenting with the product to assess its quality and
functionality. It included evaluating product performance, interfaces and ease
of integration, comparing short-term and long-term licensing costs. In addition
data collection included interviewing actual users of the products, and examining
sample outputs from projects that have used the products.

Having experimented with the software and reviewed documentation the al-
ternatives were assessed against criteria, for example in terms of quality char-
acteristics, pairwise comparisons are made to determine the preference of each
alternative over another. The eigenvector were then calculated from these ma-
trices and the result is shown in the Table 3. The table also provides the relative
ranking of each sub criteria, for example each functionality sub criteria is of
equal importance (0.100).

From table 3 above it can be concluded that regarding data capture Arclnfo
is the most preferred product (preference=0.712) while ArcView is the least
preferred (preference=0.038). The results also shows that ArcInfo is preferred in
almost all the functionality except support for Information retrieval and support
for Internet in which ArcView was preferred.

Step 6: Using AHP to synthesize the evaluation results and select the product.
The priority ranking were then synthesized with the help of ExpertChoice, a
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Table 4. Results of evaluation exercise

Priority |ArcView|MaplInfo|ArcInfo|Idrisi
ranking
of criteria

Functionality 0.550 0.274 0.110 0.480 |0.136
Quality attributes 0.214 0.256 0.392 0.224 |0.128
Non-technical factors 0.142 0.400 0.293 0.163 |0.144
Costs issues 0.094 0.174 0.104 0.098 |0.625
Overall of GIS software 0.279 0.196 0.344 |0.181

software tool that supports AHP process and the results shown in Table 4.
The table shows that ArcInfo is the recommended GIS software package for the
organization. It can be noted from this table that although Idrisi scored highly
regarding costs issues it did not emerge as the winning package because according
to the organization cost issues had low ranking compared to functionality issues.

Experience in Using STACE. The organization pointed out that they found
STACE framework useful because it addresses the non-technical issues and
brought about decision support satisfaction. They argued that the use of AHP
brought about confidence in the evaluation results and also promoted consensus
in evaluation process. In addition, because the AHP provides an audit trial, it
made the whole evaluation process transparent. However, the organization indi-
cated that the AHP involved too many pairwise comparisons when the criteria
increased, in their case they made over 100 pairwise comparisons for what they
considered to be simple software selection process. Furthermore, they indicated
that some aspects of AHP were subjective.

The organization indicated that stakeholder participation as advocated in the
STACE framework is very important in COTS software evaluation and selection
as it facilitates dialogue and consensus building with stakeholders. However, the
organization indicated that the inclusion of stakeholder participation increases
the cost of the software evaluation process.

6 Future Research

The STACE framework provides a classification of important processes (includ-
ing traditional and soft factors) that support COTS software selection. The
framework also allows the classification of a set of techniques and tools within
each process. It highlights relationships between processes (and factors within
each process) and thus facilitates the examination of relationships between fac-
tors in different processes and their impact on the success of COTS software
selection process. The identification of important processes and factors support-
ing COTS software evaluation and selection has highlighted a number of areas
that require further research. For example, future work can focus on the exam-
ination of each of the identified factor and its impact on the COTS software
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selection process. Further work can also investigate the relationships between
the factors and the organizations, or draw conclusions about COTS component
selection in different organizations.

The evaluation of the STACE framework revealed the problem of additional
costs introduced by the inclusion of non-technical issues in the evaluation cri-
teria and customer participation [21]. Furthermore, that the evaluation process
takes a longer time because of additional work. A number of templates were
provided to speed up the process and reduce the additional work of reinventing
for evaluation criteria, each time the evaluation is done. However, the problem
was not completely solved. Therefore, future work can focus on the development
of a software tool to support all the processes in the STACE framework. The
software tool would automate the evaluation process; suggest techniques and
criteria according to the type of evaluation problem; management of past eval-
uation results in order to inform future evaluation cases; and support the use
of a multi-criteria decision method. This would initially involve developing the
prototype and then testing it in a number of organizations.

In the STACE framework, the AHP was proposed for consolidation of evalu-
ation data because it incorporates both objective and subjective measures into
decision making process. However, the AHP has a number of problems, for ex-
ample that AHP has a potential for bias and subjectivity especially when dealing
with non-technical issues. Furthermore, that the AHP is time consuming because
of the mathematical calculations and the number of pairwise comparisons that
increases as the number of alternatives and criteria increases. Therefore, further
work can focus on developing a software tool that supports the AHP and ad-
dresses some of these problems. Future work can also investigate the use of other
multi-criteria techniques, such as outranking.

This chapter focussed on COTS software evaluation and selection support-
ing the Component-based software development. However, this has implications
for the other stages of the software development cycle. For example, systems
built using COTS packages will require maintenance and enhancements, some
prompted by vendor updates and changing customer requirements. Therefore,
determining procedures or guidelines for deciding when to accept upgrades would
be an interesting research area.

7 Conclusion

Component-based development is a process of building software systems by in-
tegrating multiple software that are ready “off-the-the shelf” whether from a
commercial source (such as COTS) or re-used from another system. Building
systems from COTS software components offers the opportunity to lower costs
by sharing them with other users and has potential for reduced training and in-
frastructure costs. Therefore, by employing this strategy, organizations will not
spend too much time on developing expensive systems, with only one customer
to bear the development and maintenance costs over the life of the system.
Building of systems from COTS software depends on successful evaluation
and selection of COTS software to meet customer requirements. COTS soft-
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ware evaluation and selection ensures that a candidate component will perform
the functionality required and will exhibit the quality characteristics (e.g. per-
formance, reliability, usability) that are required. A number of problems associ-
ated with COTS software evaluation and selection have been identified including
rapid changes in market place; lack of well-defined process; “black box” nature
of COTS components; and misuse of data consolidation method. COTS software
evaluation and selection frameworks have been developed aimed at addressing
these problems, for example the OTSO framework; Delta technology framework
and PORE framework.

However, what is missing in these frameworks is the “soft” issues or the
non-technical issues such as costs, organizational issues, vendor capability and
reputation. Furthermore, these frameworks do not provide a means for identify-
ing and classifying important processes and factors supporting COTS software
selection for practical use. Therefore, the STACE framework was developed. The
STACE framework addresses the weaknesses of the existing evaluation models by
attempting to ensure that all issues (including non-technical) are structured and
addressed. This is achieved by integrating social-technical criteria as well as cus-
tomer participation in the COTS software evaluation process. Customer partic-
ipation provides for consensus building during evaluation by allowing evaluators
and stakeholders to discuss and agree on evaluation parameters. The framework
also provides a structured evaluation model; thus allowing the designation of a
hierarchy of selection criteria based on organizational needs. The evaluation and
selection process is clearly defined, in terms of processes, techniques to be used
and activities to be performed.

The STACE framework provides a classification of important processes (in-
cluding traditional and soft factors) that support COTS software selection. The
framework also allows the classification of a set of techniques and tools within
each process. It highlights relationships between processes (and factors within
each process) and thus facilitates the examination of relationships between fac-
tors in different processes and their impact on COTS-based systems success.
Therefore, the framework could be used for research purposes not only in COTS
software evaluation research but also in the wider software engineering research
field.
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Abstract. This chapter describes the SCARLET Process Advisor, a
web-enabled workflow software tool that delivers process guidance to
software engineers who are selecting software components and commer-
cial off-the-shelf (COTS) packages. It presents two forms of process guid-
ance delivered by SCARLET — goal-based process guidance based on
workflow techniques, and situated process guidance that delivers local
process guidance to achieve goals in different situations. The chapter de-
scribes the software components and work flow engine needed to guide
software component selection using requirements, and how it provides
inputs to BANKSEC’s Systems Integration Manager tool. The chapter
ends with a summary of the expected innovation and future exploitation
by the originating BANKSEC project.

1 Introduction

SCARLET (Selecting Components Against Requirements) is a tool-supported
process that the EU-funded BANKSEC consortium has developed to guide soft-
ware component selection. It integrates the use of scenarios, prototypes and
measurable fit criteria into an iterative process of acquiring requirements and
selecting components using these requirements as selection criteria.

In this chapter we describe SCARLET’s integrated process description and
software tool that, together, provide process guidance to a component procure-
ment team (CPT). The tool, called the SCARLET Process Advisor, integrates
workflow and internet technologies with situated process models to offer such a
team the right advise at the right time during a component selection process.
In most component selection activities it is difficult to prescribe sequences of
lower-level processes to achieve higher-level goals, let alone what are the best
techniques to use to achieve them. For example, information about customer
requirements, components, suppliers, and procurement contracts is often not
available in the order in which it is needed, so the sequence of the acquisition,
analysis and decision-making processes cannot be preordained. Furthermore, in-
formation acquisition and software selection processes are often interwoven, in
that the successful completion of one process often depends on the successful
completion of the other. Therefore the SCARLET Process Advisor guides the
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procurement team using information about current selection situation. It imple-
ments the SCARLET process guidance model to recommend technique(s) that
the CPT should use to undertake processes by inferring general properties about
the state of the customer requirements and their compliance to candidate com-
ponents. Unlike existing methods, the Process Advisor is not an add-on to the
SCARLET process but an integral part of it — the process cannot be implemented
effectively without the software tool.

The remainder of this chapter will be in 4 sections. Section 2 describes related
work on selecting software components, then Section 3 describes the SCARLET
process in sufficient detail to understand the its Process Advisor software tool.
Sections 4 and 5 describe the SCARLET Process Advisor itself and its linked
Software Integration Manager tool. The chapter concludes with a review of the
reported research and future exploitation directions.

2 Related Work

Although there has been considerable research on COTS software package and
component selection, little of it has addressed the need to integrate process and
software tool support for selection activities. Burgues et al. [1] report method-
ological process guidance for COTS package selection but do not report software
tools to support the process. Likewise component selection and evaluation meth-
ods such as EPIC and PICA [2] do not address software tools to aid selection.
Elsewhere multi-criteria decision-making techniques such as the AHP have been
used to select software [3] — software tools such as EzpertChoice are available to
apply these techniques but do not support acquisition or evaluation activities.

In contrast, integrated process and software tools are central to SCARLET.
We believe that effective situated process guidance cannot be given without
software tools, while tailored software tool support is not possible without the
precise process guidance found in SCARLET. The next section introduces the
SCARLET approach in more detail.

3 The SCARLET Process

SCARLET provides process guidance for procurement teams during a concur-
rent systems development process, in which stakeholder requirements, the sys-
tem architecture and solution components are all determined at the same time
[4]. Stakeholder requirements inform the architecture design and component se-
lection, and the designed architecture and selected components generate and
constraint current stakeholder requirements. Although process guidance for ac-
quisition, modeling and decision-making is driven by the current procurement
situation, SCARLET also provides a higher-level procurement process that is
goal-driven, prescriptive, and common to all procurement processes.

3.1 Goal-Driven Process Guidance

SCARLET prescribes 4 essential goals for any component selection process.
These goals are to reject candidate components according to non-compliance
with different types of customer requirements:
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1. Simple customer requirements — high-level services and functions, require-
ments on the supplier or procurement contract, basic features of the software
component such as price and source, adherence to international standards;

2. Simple customer requirements that require access to the software component
through demonstration or use — lower-level services and functions, demon-
strable attributes of the software component such as interface features, sim-
ple dependencies between customer requirements and component features;

3. Simple customer requirements that are demonstrable through short-term
trial use of the software component — non-functional requirements such as
performance, throughput, usability and training (where appropriate);

4. More complex customer requirements with dependencies to other require-
ments and legacy systems — non-functional requirements that require more
extensive trial use, such as maintenance and reliability requirements, inter-
dependencies with other software components, systems and legacy systems.

The rationale for this decision-making sequence is a simple and pragmatic
one — to make the right and most simple decision at the most appropriate time
in the procurement process using reliable information that is available to the
CPT. As such the sequence relies on a set of assumptions — that information
about components that enables the team to determine compliance with simple
customer requirements is more readily available that the information needed to
assess compliance with complex, interdependent non-functional requirements.

3.2 Situated Process Guidance

SCARLET prescribes four processes to achieve the 4 decision-making goals listed
above:

1. Acquire information about customer requirements, software components,
suppliers and procurement contracts;
. Analyze acquired information for completeness and correctness;
3. Use this information to make decisions about component-requirement com-
pliance;
4. Reject one or more candidate products as non-compliant with customer re-
quirements.

[\

Unlike the high-level decision-making objectives, the order in which these 4
processes are undertaken is situation-driven, that is the order is determined by
the current state of customer requirements and compliance mappings between
these requirements and component features. The achievement of each essential
goal is a broad sequence, in which the first process is acquisition of information
from stakeholders and the last is selection of one or more candidate components,
but the sequence of the intervening processes is not predetermined and each
process can be repeated many times.

However, during component procurement a large number of situations may
arise at any point in the process and many techniques from different disciplines
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Fig. 1. The basic structure of the situation model, and the relationships between cus-
tomer requirements, software components and compliance associations between require-
ments and component features

are available to achieve each situation. This large space of possible situations re-
quires tool support to search it and recommend the correct process guidance. As
a basis for delivering this process guidance SCARLET provides a situation model
for process guidance through this complex space of situations and techniques. A
situation is modelled in three parts shown in Fig. 1. We use the industry stan-
dard Unified Modelling Language (UML) [5] to represent a situation. The first
part models the current state of the customer’s requirements. The second part
models compliance relationships between customer requirements and component
features. The third part models specific features of software components. This
meta-model is specified at length in [6].

SCARLET delivers situated process guidance through the Process Advisor
tool by retrieving Process Chunks that link different techniques to different sit-
uations that the CPT encounters during an instance of the SCARLET process.
These Process Chunks encapsulate much of the authors’ expertise about require-
ments engineering and component selection that we have built into SCARLET
process. The current version of the process specifies Process Chunks that pro-
vide guidance 53 situations using queries that act on process repositories. Each
Process Chunk is defined using attribute values that make it distinctive from
other chunks. These attributes include the numbers of totals of stakeholder
requirements, candidate components and component features that have been
acquired and specified, and the number and nature of compliance mappings be-
tween stakeholder requirements and component features. For most projects this
space is too large to search manually, and the correct process guidance cannot be
offered unless the method experts are available. Rather, the search mechanisms
and knowledge-based advice must be software tool-based. The remainder of this
chapter outlines this software tool.

4 The SCARLET Process Advisor

The SCARLET Process Advisor is part of a software product that has been
developed as part of the BANKSEC consortium to support component-based
software engineering. It integrates data management with decision-making sup-
port tools and has 6 components:

1. The Process Designer is an external tool used to design the SCARLET
process that will be implemented by SCARLET Process Advisor. The pro-
cess is represented using a proprietary Process Definition Language;
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Fig. 2. The SCARLET Process Advisor’s Architecture

2. The Workflow Repository contains the formalized data about the process
undertaken to select the right software components;

3. The Workflow Engine is the central feature of the software package. It is
responsible for the execution of the process and includes the interface used
by the system to interact with members of the CPT;

4. The Requirements-Components Integration System, or RCIS for
short, implements the interface that the CPT uses to populate the repository
based on the SCARLET meta-model;

5. The Requirements-Components Repository stores information about
all of the processes under execution and information about customer require-
ments, candidate components and their features, and established compliance
mappings between requirements and component features;

6. The Process Advisor tool is the module which implements the SCARLET
process according to its workflow specification and situation meta-model.
The process is specified as a rule set that controls the execution of the
process.

The overall architecture of the SCARLET Process Advisor is shown in Fig. 2.
The architecture describes the interaction among Process Advisor components.
The BANKSEC team uses the Process Designer tool to populate the Workflow
Repository with the Workflow model of the SCARLET process, which is then
published to the Workflow Engine. The Workflow Engine controls each instance
of the SCARLET process by invoking the RCIS and Process Advisor tools ac-
cording the SCARLET process stored in workflow Repository.

The principal output from the SCARLET Process Advisor is process advice
for the CPT members on demand, in terms of:
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— The next process goals to achieve (e.g. acquire more functional require-
ments);

— Techniques to use to achieve these process goals (e.g. brainstorming sessions
and use case walkthroughs), and information and sources of information
about these techniques presented as web-pages;

— Information about individual requirements, software components and com-
ponent features to consider when applying the techniques (e.g. component
features that might comply with the functional requirements being acquired).

BANKSEC’s workflow engine, a workflow management system called FORO
[7], supports the management of processes and their constraints in a co-operative,
distributed environment. FORO was originally developed and distributed by
SchlumbergerSema. It supports the whole process from analysis and development
to execution of workflow processes. Analysis is carried out on a graphical manner
in a very easy to use way with the design tool. Once the design is done, FORO
provides a number of tools to implement the process and execute it.

4.1 The Process Designer Tool

The Process Designer tool was originally included in the FORO-WF tool pro-
duced by SchlumbergerSema. FORO-WF is a tool designed and built as part of
the European-funded WIDE and IB projects. The Process Designer tool provides
an intuitive graphical flow-diagram language for defining workflow processes.
Furthermore it enables users to export processes into a proprietary Process Def-
inition Language (PDL). Processes represented using this PDL are then parsed
and published so that they can be executed using the Workflow Engine.

As above mentioned, we have used FORO’s Process Designer tool to design
the SCARLET process as a workflow model. FORO tool is a self-contained
package for workflow design and management. It has a client-server architecture
and the FORO server, including its workflow engine, runs under the Linux-
Unix operating system. The SCARLET Process Advisor runs with the Workflow
Engine under Windows OS to provide sufficient but limited functionality from
FORO-WF needed for the SCARLET process.

4.2 The SCARLET Workflow

An instantiation of the main SCARLET workflow starts with the CPT defining
the process-specific parameters described later in section 4.3.1. Once the param-
eters have been set up, the next step is to execute C-Preview. In the BANKSEC
solution we determine high-level stakeholder and system requirements that are
independent of component selection process using the PreView method [8] that
is independent of the SCARLET process. We also use C-PreView to establish a
high-level system architecture that imposes technical requirements for compo-
nent selection in SCARLET.

SCARLET also prescribes the 4 essential goals described in section 3.1. Each
goal is achieved using a workflow task. Fig. 3 shows part of the workflow diagram
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for Goal 1. SCARLET encourages the concurrent acquisition of component infor-
mation and requirements. SCARLET instructs the CPT to acquire component
information (task T1.1) as long as the test that enough component information
(C1.1) has been acquired is false. Acquiring stakeholder requirements is more
complex. SCARLET recommends 3 concurrent but related tasks to acquire re-
quirements (T1.2), write essential use cases (T1.3) and specify measurable re-
quirements (T1.4), all controlled by the condition C1.2, which tests whether
enough requirements of certain types have been acquired. The parameter values
that control conditions C1.1 and C1.2 are described in Section 4.3.1.

The use of a repository, implemented as a database, allows permanent main-
tenance of both the process instructions and information. Furthermore it enables
a CPT to support several procurement process into the same SCARLET Process
Advisor tool.

4.3 The SCARLET Workflow Engine

The bespoke SCARLET workflow engine acts as an interpreter to execute in-
structions coded into the SCARLET process workflow definition. For each in-
stance of the SCARLET process the workflow engine instantiates both data col-
lection and a program counter. It also provides baseline process guidance to the
CPT, and delegates task execution to software tools that make up the Process
Advisor. For example, it delegates execution to the RCIS for managing informa-
tion about stakeholder requirements, candidate components and requirements-
component compliance mappings, and to the SIM tool used in the final phase to
verify the syntactic compatibility of the selected components.
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Parameterizing the SCARLET Process. Component selection processes
can differ. If the CPT is selecting a large ERP-type package [9] there might
only be 2 or 3 candidates to select from, whereas there are numerous software
virus checkers available on the market [10]. In some cases the CPT will have a
large number of established stakeholder requirements but little understanding of
the components that are available to satisfy them — in other cases the candidate
components will be well-understood but few stakeholder requirements have been
established. To tailor SCARLET to these different component selection scenar-
ios, SCARLET includes 9 parameters that are supported in the Process Advisor
software tool. At the beginning of a process instance the CPT sets these parame-
ter values to customize the execution of the workflow definition. The parameters
are:

— The SCARLET process goals to achieve: SCARLET is composed of 4
essential goals to reject candidate components according to non-compliance
with different types of customer requirements, as described in Section 2.1.
The CPT can choose to achieve all 4 goals or a sequence of some of these
goals. Naturally not all possible sequences are allowed;

— Component range: For each essential goal selected above the CPT can
define the minimum and maximum number of candidate components that
should be selected at the end of that goal, thus restricting the candidate
component space throughout the SCARLET process. This parameter allows
the CPT to adapt the Process Advisor to different domains and types of
components;

— Requirement types: The CPT can choose the types of requirements to
utilize within the process from the SCARLET requirement taxonomy [6].
The CPT can exclude requirement types that are inappropriate for their
application or that should not be used as criteria for component selection;

— Component feature types: Likewise the CPT can select the feature types
to use for the current application. Feature types are defined according to the
SCARLET component meta-model [6];

— Minimum level of requirement compliance: This parameter defines
the overall level of requirement compliance that each component needs to
demonstrate in order to be categorized as compliant with stakeholder re-
quirements for each essential process goal. The CPT can select a value on a
normalized scale of [0,1]. For each requirement type the parameter represents
the number of requirements that the component complies with divided by
the total number of important requirements, where we define a requirement
as important if the value of its customer satisfaction attribute is 4 or 5 on a
scale from 1 to 5;

— SCARLET process time scale: For each activity the CPT can select the
likely duration of the activity in terms of hours, days, weeks and months,
thus enabling SCARLET to produce processes that are tailored to the project
time available;

— Process techniques: The CPT can select the subset of all SCARLET tech-
niques, specified in SCARLET process chunks, to use during the application
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of the SCARLET process. As such the CPT can restrict itself to using a
small set of tried-and-tested techniques on shorter or more focused compo-
nent procurement projects;

— Software tools: Likewise the CPT can select a subset of available external
software tools related to SCARLET techniques;

— Process restart: The CPT can state whether the process can be restarted
after a complete session.

4.4 The SCARLET Process Advisor

The SCARLET Process Advisor delivers both goal-driven and situated process
advice from the Workflow Engine to the CPT. Process advice is delivered in
terms of sequences of process chunks that the CPT should follow.

Goal-Driven Process Advice. The SCARLET Process Advisor delivers goal-
driven process advice to the CPT using the specified workflow models instan-
tiated by the Workflow Engine. This advice can be thought as process advice
that is independent of a domain or process situation. Fig. 4 demonstrates differ-
ent features of SCARLET’s process advice. It shows the Advisor’s main process
guidance window. The top part of the window describes the current SCARLET
process goals and the active tasks in the workflow model that have been in-
stantiated for this process. The CPT is currently seeking to achieve Goal3 by
undertaking 3 tasks marked as active in the workflow engine - Evaluate com-
ponents (T3.7), Select and reject these components (T3.8) and Extending the
current set of use cases (T3.3b). The current live task is T3.7 - evaluate the
components under selection. The CPT can then access more detailed informa-
tion and process advice through the Goal-Driven Advice and Situated Advice
windows. For example the current situated process advice is to recommend the
use of the AHP method [11] to assist in the component evaluation process. Fig. 4
also demonstrates an example of more detailed, goal-driven process advice that
is offered by SCARLET. Task T1.1 is a task specified in the SCARLET work-
flow model that guides the CPT to acquire information about candidate software
components. Each task is divided into steps such as what types of information to
acquire from suppliers and how to search for software components. This process
advice is situation-independent - it is offers in all instances of the process in
which the process parameters reveal that this process advice is available to the
CPT.

Finally, Fig. 4 also demonstrates how the CPT can interact with the RCIS to
input or edit information that is used by the Process Advisor to check whether
goal-driven processes are complete, or to request more situated process guidance.
Members of the CPT can add, edit and delete information about stakeholder re-
quirements, candidate components and their features, or compliance mappings
between requirements and component features. Fig. 4 shows the results of some
component evaluation task, in which component features are identified as com-
pliant or otherwise with stakeholder requirements. For example, the requirement
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Fig. 4. The SCARLET Process Advisor’s main control window, example goal-driven
process advice, and the RCIS tool for defining requirement-component compliance
relationships

“Internet banking site” complies with the feature Web-site publishing, and this
compliance association has been weighted using MCDM techniques with a score
of 9.

Situated Process Advice. Situated process advice is presented to the CPT
using the same web-enabled interface. Whenever the CPT seeks advice, the Pro-
cess Advisor fires situation queries that enable it to infer the current situation.
Therefore, for each task within each goal phase the CPT receives both the goal-
driven advice and situated process advice that is related to the process chunk(s)
that are triggered by the current inferred situation. Fig. 5 shows an example of
situated process advice — using card sort techniques to acquire requirements that
discriminate between candidate software components in a situation where there
is insufficient discrimination between components. The presented process chunk
advises the CPT to use card sorts in different ways, then provides links to diverse,
more detailed sources of information about and examples of such sort techniques.
Fig. 5 also shows how the CPT can record the results of decision-making, i.e.
which components to select and which components to reject. To support this
process the RCIS provides the CPT with recommendations that are based on
automatic computations from the earlier evaluation results, although the CPT
may override these results if it do not agree with them.
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Fig. 5. Process advice on the use of card sorting techniques

The SCARLET process and Process Advisor produces different outcomes in-
clude selected software components and requirements that each component does
or does not satisfy. The BANKSEC project provides an another software tool,
called the Systems Integration Manager, that is linked to the Process Advisor
through common data bases and enables the CPT to undertake first-cut system
and architecture design using the selected components. This tool is described in
the next section.

5 The System Integration Manager (SIM) Tool

The System Integration Manager (SIM) tool takes the results of the SCARLET
process and guides the integration of selected components into applications. It
enables the user to design applications models comprising of components and
provides guidelines for subsequent implementation. Its use results in a model
showing the components required for building the application, together with the
essential links between these components for implementing the integrated en-
vironment. Additionally, implementation guidelines are produced that describe
the derived model and the interrelationships between the components. The SIM
tool is also invoked by the same Workflow Application tool which supports the
SCARLET process. It passes the required process-specific parameters to SIM
using an XML file.

The CPT can either open an existing application model or create a new one.
SIM provides the graphical interface shown in Fig. 6 to model the component
architecture. On the left side of the screen is a tree-style list of the components
selected using the SCARLET process. The degree of trustworthiness of each
component is represented using a simple color scheme - red indicates that the
component is considered un-trusted for the application, whereas trusted compo-
nents are indicated in black.
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Fig. 6. Some of the SIM tool’s graphical interfaces

A user starts by dragging and dropping selected components into the drawing
space. The SIM tool enables the user to link the selected components using
the link icon of the toolbar. The user can then add more details about the
link’s implied functions and component parameters. The user can also export the
architecture model in XML format using UML notations into external tools such
as Rational Rose. Requirements that may not have been satisfied yet through the
components selected and identified are also indicated and corresponding details
are provided. Finally SIM also provides a list of implementation guidelines to
be subsequently used for integrating the components into applications. These
guidelines include a description of the designed model, a report on the links
between the components and the relationships between their functions, and a
list of unsatisfied requirements, if any. These guidelines could be saved as a
text file, so that they might be subsequently used during implementation for
integrating the components into applications.

6 Conclusions and Future Work

The SCARLET Process Advisor is one of the first integrated component-based
software engineering process environments. The SCARLET workflow, and in par-
ticular its sequence and pre-conditions, enabled us to tightly integrate processes
and techniques from requirements acquisition, knowledge engineering, feature
modeling and multi-criteria decision-making. The Process Advisor software tool
represents an innovative mechanism for delivering process guidance to software
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development teams. The Advisor’s web-site integrates process guidance with
techniques that are specific to the SCARLET process and more general tech-
niques that have been integrated into SCARLET, with references to external
sources about these techniques.

More generally, SCARLET is one of the few implemented and industrialized
examples of situated process models and process chunks for software develop-
ment first reported in [12, 13]. Rolland and her colleagues define a process chunk
using the NATURE process modeling formalism. A process transforms an ini-
tial situation into a result that is the target of the intention of the chunk. Al-
though situated process models have been the subject of much academic research,
there has been little empirical validation and exploitation. One innovation of the
BANKSEC project was to develop and evaluate such a process advisor tool.

During the BANKSEC project we evaluated SCARLET with 2 partner banks.
Both of the banks applied the SCARLET process manually rather than using
the Process Advisor tool, due mainly to the unavailability of the tool before
the end of the project, alas. Results from these evaluations were positive, as we
will report in the future. However, the effectiveness of the SCARLET Process
Advisor tool remains to be evaluated.
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Abstract. Component-based development makes heavy use of Object
Oriented features which have motivated a major re-evaluation of soft-
ware testing strategies. This chapter introduces the basic concepts of
software testing focusing on the state-of-the-art and on the state-of-the-
practice of this relevant area in the context of component-based software
development.

1 Introduction

Software testing is a crucial activity in the software development process. Its
main goal is to reveal the existence of faults in the product under testing: a
program unit or a component. It is known as one of the most expensive ac-
tivities in software development that can take up to 50% of the total cost in
software development projects [I]. Besides its main objective—to reveal faults—
the data collected during the testing phases are also important for debugging,
maintenance, and reliability assessment.

Before software testing starts it is necessary to identify the characteristics of
the input and output data required to make the component run (for instance,
type, format and valid domain of that data), as well as how the components
behave, communicate, interact and coordinate with each other. The Testing
Plan is a document in a Test Design Specification that defines the inputs and
expected outputs and related information like expected execution time for each
run, format of the output and testing environment. Any anomaly found during
testing should be reported and documented in a Test Incident Report.

In order to perform software testing in a systematic way and on a sound
theoretical basis, testing techniques and criteria have been investigated. Testing
techniques are classified as functional, structural, fault based, and state based,
depending on the source used to determine the required elements to be exer-
cised (the test requirements). Testing techniques and criteria are the mechanisms
available to assess testing quality.

A. Cechich et al. (Eds.): Component-Based Software Quality, LNCS 2693, pp. 99127 2003.
© Springer-Verlag Berlin Heidelberg 2003
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Concerning the functional (black box) technique, testing requirements are
obtained from the software specification. The structural technique uses imple-
mentation features to obtain such requirements, and the fault-based technique
uses information about common errors that can occur during the development.
In the state-based technique the requirements are obtained from a state-based
specification like a Finite State Machine [2] or a Statechart [3]. These testing
techniques are complementary and the question to be answered is not “Which
one to use?” but “How to use them in a coordinated way, taking advantage of
each one?”

According to Freedman [4], the research in software testing has been concen-
trated on two main problems:

— Test effectiveness: What is the best selection of test data?
— Test adequacy: How do we know that sufficient testing was performed?

Each of the above mentioned techniques has several criteria that define spe-
cific requirements that should be satisfied by the test data. In this way, re-
quirements determined by a testing criterion can be used either for test data
evaluation or test data generation. Since exhaustive testing, i.e., executing the
product under test with its entire input domain, is not possible in general, test
effectiveness is related with to task of creating the smallest test set for which
the output indicates the largest set of faults. Testing adequacy is related to the
determination of the effectiveness of a test criterion [].

The object oriented (OO) paradigm has been extensively used, in particular
because of its potential to promote component reuse. In general, component
development uses much of the OO terminology. It is possible, though, to have
components implemented according to the procedural paradigm, for instance, as
COBOL procedures or C libraries, although, currently, most parts of software
components are developed by using OO methodologies and languages.

As defined in [5], a software component is a unit of composition with con-
tractually specified interfaces and explicit context dependencies only. A software
component can be deployed independently and is subject to composition by
third parties. Reusable components exist in several different types. In general,
a software component can be as simple as an individual class or module, or as
sophisticated as a JavaBeans, Enterprise JavaBeans [6] or COM objects [7]. It
can be observed that software components inherit many characteristics of the
OO paradigm, but the notion of components transcends the notion of objects.
Reuse in OO in general means reuse of class library, in a specific programming
language. Components can be reused without knowledge of the programming
language or environment in which they have been developed [8] [9].

Encapsulation, inheritance, polymorphism, and dynamic binding bring ben-
efits to software design and coding but, on the other hand, introduce new chal-
lenges to software testing and maintenance [10]. Software testing should incor-
porate the intrinsic characteristics of OO and component-based development.
Considering specifically the component-based approach, two points of view re-
lated to testing can be observed: the provider’s and the user’s point of view.



Component-Based Software: An Overview of Testing 101

Component providers test their components without knowledge about the con-
text of their applications. Component users in their turn test their applications
possibly without access to the component source code or data about the testing
performed on them by the providers.

In the last decade, several tools and criteria have been developed for program
testing [IT) 12]. In the 90’s researchers also started to concentrate on investigat-
ing approaches to test OO programs and components [I3] [I4]. With the adoption
of component technology, component users observed that the quality of their
component-based systems was dependent on the quality of the components they
used and on the effectiveness of the testing activity performed by the component
providers.

Software components may range from in-house components to Commercial
Off-The-Shelf (COTS) components. The former allow clients to have complete
access and control, including the development process. For the latter, on the
other hand, knowledge about the development or testing processes may not be
accessible. In this chapter we consider components implemented by using the
OO approach. This implies that, from the provider point of view, the problems
related to component testing are similar to those for OO program testing, in ad-
dition to the intrinsic problems related to the component technology. Therefore,
since the component provider has access to the component source code, func-
tional, structural, fault-based and/or state-based testing technique can be used.
From the client point of view, when the source code of the component is not
available, only functional and/or state-based testing techniques can be applied.

As highlighted by Weyuker [T3], it is necessary to develop new methods to test
and maintain components to make them reliable and reusable in a large range
of software projects, products and software environments. Harrold [I] restates
that the test of component-based systems, the development of effective testing
processes and the demonstration of the effectiveness of testing criteria constitute
the main directions to the software testing area.

In this chapter we present an overview on testing of OO software and compo-
nents. In this section the basic concepts and terminology related to component
testing were presented. In Section P the testing phases are discussed, compar-
ing procedural and OO /component approaches. In Section [J a classification of
testing techniques is presented, as well as the definition of some testing criteria
representative of each technique. Section M discusses more questions related to
the testing of OO programs and components. In Section [B some testing criteria
specifically for OO/component testing are described. Also in Section Bl the prob-
lems to component testing automation are discussed and some existent testing
tools are described. Section [6] presents an example about how to use one of the
testing criteria described earlier. In Section [f] the conclusions are presented.

2 Testing Phases

As the development process is divided into several phases, allowing the system
engineer to implement its solution step by step, the testing activity is also di-
vided into distinct phases. The tester can concentrate on different aspects of
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Fig. 1. Required environment for unit testing

the software and use different testing criteria in each one [I5]. In the context of
procedural software the testing activity can be divided into three incremental
phases: unit, integration and system testing [16]. Variations in this pattern are
identified for OO and component-based software, as discussed later.

Unit testing focuses on each unit, to ensure that the algorithmic aspects of
each of them are correctly implemented. The goal is to identify faults related to
logic and implementation in each unit. In this phase, structural testing is widely
used, requiring the execution of specific elements of the control structure in each
unit. Mutation testing is also an alternative to unit testing. In this phase it is
common to need to develop drivers and stubs (Fig.[Tl). Considering F' the unit to
be tested, the driver is responsible for coordinating the testing of F. It gathers
the data provided by the tester, passes them to F' in the form of arguments,
collects the results produced by F' and shows them to the tester. A stub is a
unit that replaces, during unit testing, another unit used (called) by F'. Usually,
a stub is a unit that simulates the behavior of the used unit with a minimum of
computation effort or data manipulation. The development of drivers and stubs
may represent a high overhead to unit testing.

After each unit has been tested, the integration phase begins and in con-
sequence, the integration testing. But why shouldn’t a program that was built
from tested units that individually work as specified function adequately? The
answer is that unit testing presents limitations and cannot ensure that each unit
works in every single possible situation. For example, a unit may suffer from the
adverse influence of another unit. Sub-functions when combined may produce
unexpected results and global data structures may present problems.

After being integrated, the software works as a whole and should be sub-
mitted to system testing. The goal is to ensure that the software and the other
elements that are part of the system (hardware and database, for instance) are
adequately combined and the function and performance are obtained. Functional
testing has been most used in this phase [16].

Fig.[2illustrates the three phases as mentioned above, as well as the elements
used in each of them, either for procedural or OO programs. According to the
IEEE 610.12-1990 (R2002) [17] standard, a unit is a software component that
cannot be divided. In this way, considering that testing is a dynamic activity, a
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Fig. 2. Relationship between unit, integration and system testing: procedural and OO
programs

unit in procedural programs is a subroutine or procedure. In OO programs, the
smallest part to be tested is a method. The class to which the method belongs
is seen as the driver of that method because without the class it is not possible
to execute the method. In the procedural paradigm, unit testing is also called
intra-procedural, and in the OO it is called intra-method [1§]. By definition, a
class gathers a set of attributes and methods. In this way, taking in consideration
a single class it is possible to think about integration testing. Methods of the
same class may interact to implement certain functionality—what characterizes
the kind of integration that should be tested. This is inter-method [I§] testing.
In the procedural paradigm this phase is also called inter-procedural.
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Table 1. Relationship between procedural and OO testing phases

l Smallest Unit: Method ‘

l Phase [Procedural Testing[ Object Oriented Testing ‘
Unit Intra-procedural Intra-method
Integration| Inter-procedural Inter-method, Intra-class and Inter-class
System Entire System Entire System
| Smallest Unit: Class ‘
l Phase ‘Procedural Testing‘ Object Oriented Testing ‘
Unit Intra-procedural |Intra-method, Inter-method and Intra-class
Integration| Inter-procedural Inter-class
System Entire System Entire System

Harrold and Rothermel [I8] define two other types of OO testing: intra-class
and inter-class. The former is used to test public method interactions through
different sequences of calls to such methods. The goal is to identify possible
sequences that lead the object to an invalid state. According to the authors, since
the user may invoke the public method in many different orders, the intra-class
testing gives one the confidence that different sequences of calls act correctly.
In the inter-class testing the same concept is applied to public methods but
not only those in a single class, i.e., the test requires calls among methods in
different classes. After integration testing, system testing may commence. Since
system testing is generally based on functional criteria, there is no fundamental
difference in this phase from procedural and OO software.

A few variations regarding the testing phases for OO software are identified
in the literature. Some authors understand that the smallest unit of an OO
program is a class [19] 20) 10} [T4]. In this way, a unit test would be composed
of intra-method, inter-method and intra-class testing, and integration testing
would be the same as inter-class.

Table [l summarizes the types of testing that may be applied in each phase,
either for procedural or OO software, taking either a method or a class as the
smallest unit.

3 Techniques and Criteria for Software Testing

According to Howden [21], testing may be classified as specification-based or
program-based testing. Such classification suggests that functional and state-
based techniques are specification-based, and structural and fault-based are
program-based.

In the specification-based testing the objective is to reveal faults related to
the external functionality, to the communication interfaces between modules, to
the required constraints (pre- and post-conditions) and to the program behavior.
The problem is that often the existing specification is not formal, which makes
harder the creation of test sets able to systematically exercise the component [19].
However, the specification-based criteria can be used in any context (procedural
or O0) and in any testing phase without any fundamental adaptation.
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Program-based testing, on the other hand, requires code handling and selec-
tion of test sets that exercise specific pieces of the code, not its specification [T9].
The goal is to identify faults in the internal structure and in the component
behavior. The disadvantage is that this approach may be dependent on several
factors like target programming language and the need to have access to the
source code. In the case of COTS, for instance, this is not always possible.

3.1 Functional Testing

Functional or black box testing (specification-based) has this name because the
software is handled as a box from which the content is not known. Only the
external side is visible. In this way the tester uses basically the specification
to obtain the testing requirements or the test data, without any concern about
the implementation [IT]. A high-quality specification that matches the client’s
requirements is fundamental to support the application of functional criteria.
Examples of such criteria are [16]: 1) Equivalency Partition, 2) Boundary Value,
3) Cause-Effect Graph, and 4) Category-Partition Method [22].

Statistical software testing can also be considered as functional testing since it
is also based on the product specification. Example of such criteria are presented
in [23, 241 25 [26]. The idea behind these criteria is to exercise a program with
inputs that are randomly generated according to a given distribution over the
input domain, the key of its effectiveness being the derivation of a distribution
that is appropriate to enhance the program failure probability. Basically, as
defined in [23], the statistical test sets are defined by two parameters: (1) the
test profile, or input distribution, from which the inputs are randomly drawn;
and (2) the test size, or equivalently the number of inputs (i.e. of program
executions) that are generated.

The use of the functional technique may make it difficult to quantify the
testing activity. That is because it is not possible to ensure that certain essential
parts of the product’s implementation have been exercised. Another problem is
that (non formal) specifications may be incomplete and so will be the test set
created based on them.

On the other hand, since functional criteria are based solely in the specifica-
tion, they can be used to test procedural, OO programs and software components

as well [27, 2R (22, 201 30, [T0) (31,

3.2 Structural Testing

The structural testing technique, also known as white box (in opposition to
“black box”) fits in the class of program-based testing, since it takes into con-
sideration implementation aspects to determine the testing requirements. Most
of the criteria of the structural technique use a Control Flow Graph—CFG (also
called Program Graph) to represent the program under test. A program P repre-
sented by a CFG has a correspondence between the nodes of the graph and blocks
of code and between the edges of the graph and possible control-flow transfer
between two blocks of code. From the CFG it is possible to select elements to
be exercised during testing, characterizing the structural testing.
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Structural testing faces several constraints and disadvantages as the need
to determine unfeasible testing requirements such as unfeasible paths and as-
sociations [2T], 32, [33, B4]. These constraints pose serious problems to testing
automation. Nevertheless, this technique is seen as complementary to functional
testing [16] and information obtained with its application is also relevant to main-
tenance, debugging and software reliability estimation [35], B6] 16l B7] [38, [T, [39].

The first structural criteria were based exclusively on control-flow structures.
The most known are all-nodes, all-edges, and all-paths [40]. In the middle 70’s
appeared the dataflow-based criteria [41], that require interactions amongst vari-
able definitions and variable uses to be exercised [41],[42), [43],[44]. The reasoning
behind such an approach is the indication that even for small programs, control-
flow-based testing is not effective for revealing even trivial faults. The use of
data-flow criteria provides a hierarchy of criteria from all-edges to all-paths,
trying to make the testing a more rigorous activity. Amongst the best known
data-flow criteria are those introduced by Rapps and Weyuker in the middle
80’s, for instance, all-defs, all-uses, all-du-paths and all-p-uses [34].

At the beginning of the 90’s Maldonado [45] presented a family of criteria
named Potential-Uses and the corresponding feasible criteria, obtained with the
elimination of unfeasible associations. These criteria are based on associations
between a variable definition and the possible points in the program where it
can be used, not necessarily requiring the actual use of it.

Several extensions of data-flow criteria can be found in the literature, ei-
ther for integration testing of procedural programs [46], 47 [48] or for unit and
integration of OO programs [46].

3.3 Fault-Based Testing

The fault-based technique uses information about faults frequently found in soft-
ware developments and also about specific types of faults that one may want to
uncover [49]. Two criteria that typically concentrate on faults are Error Seeding
and Mutation Testing.

Error seeding introduces in the program under test a known number of artifi-
cial faults before it is tested. After the test, from the total number of faults found
and the rate between natural / artificial faults found, it is possible to estimate
the number of remaining natural faults. The problems with this approach are 1)
artificial faults may hide natural faults; 2) in order to obtain a statically reliable
result it is necessary to use programs that can have 10,000 faults or more; and
3) it is based on the assumption that faults are uniformly distributed in the
program, which in general is not the case—real programs present long pieces
of simple code with few faults and small pieces with high complexity and high
concentration of faults .

Mutation testing appeared in the 70’s at Yale University and the Georgia
Institute of Technology. It was strongly influenced by a classical method for
digital circuit testing known as “single fault test model” [51]. One of the first
papers describing mutation testing was published in 1978 [49]. This criterion
uses a set of products slightly different from the product P under test, called
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mutants, to evaluate the adequacy of a test set 7. The goal is to find a set of test
cases able to reveal the differences between P and its mutants, making them to
behave differently [49]. When a mutant has a behavior diverse from P it is said
to be “dead”; otherwise it is a “live” mutant. A live mutant must be analyzed
to check whether it is equivalent to P or it can be killed by a new test case,
promoting in this way the improvement of 7'

Mutants are created based on mutant operators, which are rules that define
the (syntactic) changes to be done in P to create the mutants. It is known
that one of the problems with mutation testing is related to the high cost to
execute a large number of mutants. Besides, there is also the problem of deciding
mutant equivalence, which in the general case is undecidable. Extensions of this
criterion have also been proposed for integration testing as well as for program
specifications. Delamaro et al. defined the Interface Mutation criterion that
applies the mutation concept to the integration testing phase. With that criterion
a new set of mutant operators that model integration errors was proposed.

In the context of test specifications, mutation can be used to test Petri
Nets [53], [54], Statecharts [53,[56], Finite state machines [57, [58] and Estelle [59]

60].

Recently, researchers have also been investigating the use of mutation test-
ing for the OO paradigm. Kim et al. [61] proposed the use of a technique called
Hazard and Operability Studies (HAZOP) to determine a set of mutant oper-
ators for Java. In general, this approach does not significantly differ from the
traditional mutation with respect to mutant operators’ creation, but introduces
a more rigorous and disciplined way to do it. The technique identifies in the tar-
get language grammar those point candidates for mutation and then the mutant
operators are created based on some predefined “guide words.” A more extensive
set of mutant operators for Java (inter-class mutant operators), that includes the
ones proposed in [61], is defined in [62].

Researchers have also explored mutation testing in the context of distributed
components communicating through CORBA [63, [64]. Yet, Delamaro et al. [65]
define a set of mutant operators to deal with concurrency aspects of Java pro-
grams.

3.4 State-Based Testing

State-based testing uses a state-based representation of the unit or component
under test. Based on this model, criteria to generate test sequences are used to
ensure its correct behavior. One of these criteria, based on Finite State Machines
(FSM), is the criterion W [2]. Other similar criteria can be found in the literature,
as DS [66], UIO [67] and WP [6§]. As mentioned before, mutation testing has
also been used in test case generation for FSM [57, [58].

Criteria based on FSM are also widely used in OO context to represent the
behavioral aspect of objects [31, [T4] and in the context of
software components since they only require a state-based representation to
be applied. As can be observed, there are a large number of criteria available
to evaluate a test set for a given program against a given specification. One
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important point to be highlighted is that the testing criteria and techniques are
complementary and a tester may use one or more of these criteria to assess the
quality of a test set for a program and enhance the test set, if it is the case, by
constructing additional test cases needed to fulfil the testing requirements.

4 Issues Related to Component Testing

Component testing and component-based system testing face a series of partic-
ular issues, as will be discussed in this section. According to Harrold et al. [70],
it is possible to analyze the problem from two points of view: the component
user and the component provider.

4.1 Perspectives of Component-Based Testing

User’s Perspective

Component users are those that develop systems by integrating third-part com-
ponents. To help them, there are several initiatives to adapt traditional analysis
and testing techniques to be used in the component development. However, there
are issues that make this task difficult. First, the code of the components is not
always accessible. Techniques and criteria based on the program implementation
as data-flow-based criteria and mutation testing need the source code to deter-
mine their testing requirements. When the component source is not available to
the user, such criteria cannot be used or at least an alternative setting between
the parts is needed. Second, in component-based systems, even if the code is
available, the components and the component-based system may have been de-
veloped in different languages and a tool to analyze/test the entire system may
fail to analyze the components.

Third, a software component frequently offers more functionality than the
client application needs. In this way, without the identification of the piece of
the functionality that is actually required by the user, a testing tool will pro-
vide useless reports. For example, structural criteria evaluate how much a test
set covers the required elements, but in a component-based system the unused
part of the components should be excluded from this evaluation, otherwise the
coverage assessed by the tool would be low even if the test set was a good one
for the used portion of the code [71].

Developer’s Perspective

The component provider implements and tests the component independently
of what kind of application will use it. Unlike the user, the provider has ac-
cess to the source code. Thus, testing the component is the same as traditional
unit/integration testing. However, traditional criteria like control-flow-based cri-
teria may not be enough to test the components due to its inefficiency to reveal
faults [[72]. Correcting a fault in a component after it is released has a high cost,
many times higher than if the fault had been found during integration testing
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in a non-component based system because the component will probably be used
in many applications.

The provider has to have mechanisms to solve two problems: first, the provider
must effectively test the components as independent software units. Doing so,
the provider increases the user’s confidence in the component quality and re-
duces the testing cost for the user. Rosenblum [71] describes an approach for
component unit testing that depends on the application context and so is more
relevant to the user than to the provider. The second approach, proposed by
Harrold et al. [70], separates the analysis and testing of the user application
from the analysis and testing of the components.

A fundamental aspect for component or application testing is their testa-
bility. According to Freedman [4], the component’s testability usually has two
aspects: observability and controllability. The latter shows how easy it is to con-
trol the component in relation to its input, operation, output and behavior. The
former indicates how easy it is to observe the program behavior according to its
operational behavior and its output as function of its input.

As mentioned before, the features of OO programs bring a series of obsta-
cles to the testing activity. In the next section the impact of such features in
the testability of OO programs and components will be discussed. For further
information the reader may refer to [T9] 14l [73].

4.2 The Impact of OO on Software Testability

Encapsulation

Encapsulation means a control access mechanism that determines the visibility
of methods and attributes in a class. With the access control, undesirable de-
pendencies between client and a server class are avoided, making visible to the
client only the class interface, and hiding implementation details. Encapsulation
aids in the information hiding and in the design of a modular structure.

Although encapsulation does not directly contribute to the introduction of
faults, it may be an obstacle to the testing activity, reducing the controllability
and observability. Program-based testing requires a complete report about the
concrete and abstract state of an object, as well as the possibility to change
that state easily [I4]. OO languages make it harder to get or set the state of an
object. In the case of C++, for instance, friend functions have been developed to
solve this problem. However, in the case of languages that do not provide such
mechanism, other solutions must be adopted. Harrold |1] says that the solution
would be the implementation of methods get and set for every attribute in a
class. Another alternative would be the use of reflection (although, as highlighted
by Rosa and Martins not every language allows the reflection of private
methods) or metadata] [76].

! Metadata are used by the component provider to include additional information
about the component without revealing the source code or other sensitive details of
the component. In general, as defined in [75], metadata are data about components
that can be retrieved or calculated by metamethods.
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Inheritance

Inheritance is essential to OO development and component-based development.
It permits the reuse by sharing features present in classes previously defined.
However, Binder [14] highlights the fact that inheritance weakens encapsulation
and may create a problem similar to the use of global variables in procedural
programs. When implementing a class that uses inheritance it is important to
know the details about the ancestor classes. Without that, it may happen that
the class seems to work but it actually violates implicit constraints of the ancestor
classes. Large class chains make it more difficult to understand the program,
increase the chance for faults, and reduce testability.

Offutt and Irvine [22] comment that inheritance may lead to a false conclusion
that aspects already tested in the super-classes do not need to be retested in the
subclasses. Perry and Kaiser [19] state that even if a method is inherited from
a super-class, without any modification, it has to be retested in the subclass
context.

Harrold et al. [77] use the results from Perry and Kaiser [I9] and develop
an incremental testing strategy based on the class hierarchy. They propose to
identify which inherited methods have to be tested with new test cases and
which can be retested by using the same test cases used to test the super-class.
With this strategy the testing effort can be reduced since many test cases can
be reused in the subclasses. In addition, the way inheritance is implemented
changes from one language to another and this can also have some influence on
the testing strategy.

Multiple Inheritance

Multiple inheritance allows a class to receive characteristics from two or more
super-classes that in their turn may have common features (attributes or meth-
ods with the same name, for instance). Perry and Kaiser [19] state that although
multiple inheritance leads to small syntactic changes in programs, it can lead
to high semantic changes, which can make the testing activity for OO programs
even more difficult.

Polymorphism

Polymorphism is the ability to refer to different types of objects using the same
name or variable. Static polymorphism makes such association at compilation
time. For example, generic classes (C++ templates for instance) allow static
polymorphism. Dynamic polymorphism allows different types of associations at
execution time. Polymorphic methods use dynamic binding to determine at exe-
cution time which method should answer to a given message, based on the type
of the object and on the arguments sent with the message.

Polymorphism can be used to produce elegant and extensible code but a few
drawbacks can be realized in its use. For example, a method z in a super-class
needs to be tested. This method is overwritten in a subclass. The correction of
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z in the subclass cannot be assessed because the pre- and post-conditions in the
subclass may not be the same as in the super-class [14].

Each possible binding in a polymorphic message is a unique computation.
The fact that several polymorphic bindings work correctly together does not
ensure that all will work correctly. A polymorphic object with dynamic bindings
may easily result in sending improper messages to the wrong class, and it can
be difficult to have all possible binding combinations.

Dynamic Binding

Dynamic binding allows a message to be sent to a server class that implements
that message. Since server classes are frequently developed and reviewed without
further concern about the client code, some methods that usually work correctly
in a client class may lead to unexpected results. A client class may require a
method that is no longer part of a server class, incorrectly use the methods
available, or call the methods with wrong arguments.

Besides these problems, Binder [I4] reports errors related to the state of
the objects and sequences of messages. The packaging of methods in a class is
fundamental to OO; as a consequence, messages have to be executed in some
sequence, leading to the question: “Which message sequences are valid?”

Objects are created at execution time, taking memory space. Each new con-
figuration this memory space assumes is a new state of such object. Thus, besides
the behavior encapsulated by an object it also encapsulates states.

Analyzing how the execution of a method can change the state of an object,
four possibilities are observed [10]:

1. It can leave the object in the same state;

2. It can take the obj